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Security of Cyber-Physical Systems 

Philip Weinsier, IJERI Manuscript Editor 

———————————————————————————————————————————————————–————  

If we look at the overarching aspect of the internet, we’ll 
see that it has transformed the way people interact with  
information. Are our interactions, or searches, via the inter-
net private and secure? Unless you’ve been living “off the 
grid,” you already know the answer to that. And in that pur-
suit, countless hours and dollars have been spent trying to 
make the internet as secure as it can be. Now, though, with 
the advent of IoT, IIoT, M2M (machine-to-machine), and 
smart cities, we are realizing the control we have—through 
the internet—over our physical systems: everything from 
our microwaves to our alarm systems to our cars to entire 
smart cities. That is, people can also interact with physical 
systems via their computers and smartphones. With only the 
security of the internet to contend with, we needed CYBER 
security. Adding engineered systems to the mix, we find 
that we now need cyber PHYSICAL security.  
 

Just as cybersecurity is the state of being protected 
against the criminal or unauthorized use of electronic data, 
cyber-physical systems (CPS), often referred to as “smart” 
systems, are co-engineered with interactive networks that 
take into account physical systems. CPS combine elements 
from different scientific theories and engineering disci-
plines, including cybernetics, embedded systems, distribut-
ed control, sensor networks, control theory, and systems 
engineering. In general, information security threats for 
CPS can be divided into three layers of threats: physical, 
information, and application control. If you consider the 
myriad physical systems we rely on these days, you won ’t 
need a leap of faith to understand why they need to be    

secured from possible hacking: robots, intelligent buildings, 
implantable medical devices, cars that drive themselves, or 
planes that automatically fly in a controlled airspace. 
 

In general, there are four physical systems that constitute 
the essential units of the planet’s physical systems: the   
atmosphere, the biosphere, the hydrosphere, and the litho-
sphere. But given the state of the art for implantable elec-
tronic devices in our bodies, I would offer that there’s a 
fifth physical system. And while there are no doubt count-
less individuals, companies, and governments currently 
working to develop cyber-physically secure systems, I also 
have no doubt that there exist just as many individuals, 
companies, and governments currently working to break 
down the security of someone else’s CPS. Such individu-
als—and, I surmise, companies—who previously might at 
one time have been expert at hacking are oftentimes       
employed to test the “hardness” of newly developed       
systems before engaging them.  
 

The U.S. government is investing millions of dollars in 
the development of CPS. For example, the National Science 
Foundation (NSF) is working closely with multiple agencies 
across the federal government, including DHS, S&T, DOT, 
FHWA, NIH, NIBIB, NCI, NCATS, and NIFA. “Small” 
projects may receive funding of up to $500,000 (up to 3 
years); “medium” projects up to one million dollars; and 
“frontier” projects    between one and seven million dollars 
(up to 5 years). For more on this subject, please read this 
issue’s feature article on page 2. 

——————————————————————————————————————————————————– 
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Security of Cyber-Physical Systems through 
Dynamic Component Management 

——————————————————————————————————————————————–———— 
Anton D. Hristozov, Purdue University; Eric T . Matson, Purdue University; Eric Dietz, Purdue University; 

Roger Marcus, Purdue University  

• Avoiding the disruption 
• Surviving the disruption 
• Recovering from the disruption 

 
Any system that can handle resilience must be designed to 

cope with these three phases. Metrics such as how long a 
system can avoid disruption and survive it and how long it 
takes to recover can further quantify the readiness for opera-
tion in harsh conditions. Another factor to consider is what 
kind of attacks can be handled. It is hard to claim the ability 
to detect and neutralize any possible attack; thus, a different 
approach is needed to make security possible in practical 
scenarios. The attacker is always trying to use weaknesses 
in existing architectures, which becomes more achievable if 
they use well-known models and operate in a predefined 
fashion. One way to make things significantly more      
complex for the attacker from a security point of view is to 
introduce uncertainty in time and space. 
 

Diversity in time can be achieved by running certain   
portions of the software at different points instead of      
constantly. Diversity in space can be achieved by running 
different software types instead of one application or      
portions of an application. This approach can make the        
attacker’s job more difficult or downright impossible. With 
the increased sophistication of attacks and the knowledge 
that attackers have, this is a promising direction for protect-
ing systems left to work in different and complex environ-
ments. Such environments can be in urban and war zones, 
where potential sophisticated attackers can be abundant. 
 

Class of Systems 
 

The CPS is a reasonably large classification of very    
diverse types of systems. In this current study, the authors 
narrowed the scope to systems run on unmanned aerial vehi-
cles (UAV) or unmanned ground vehicles (UGV). A further 
narrowing of the scope was done to include autopilot     
systems such as Ardupilot and PX4. The techniques that 
were explored, though, apply to any other autopilot system 
and even to the robotic operating system (ROS) (Lauer, 
Amy, Fabre, Roy, Excoffon & Stoicescu, 2016). These  
systems have common subsystems and components that are 
prone to the same vulnerabilities. The vulnerabilities come 
from the components that have interfaces to the outside 
world and are essential for the control of robotic vehicles. In 
this current study, the selection to use the PX4 autopilot 
software for experiments was driven by several crucial  
characteristics that this system had; notably: 

Abstract 
 

The environment in which cyber-physical systems (CPS) 
operate can vary in complexity and experiences change  
constantly. These systems work mostly autonomously, with-
out supervision, and with little or no maintenance. They 
continuously interact with the environment and with other 
systems. The expectation is for them to last for long periods, 
sometimes years or even decades. Their operation is under 
constantly evolving threats, which present new challenges 
to designers. The ability to replace software components on 
the fly can be an effective way to improve software security. 
Techniques such as redundancy and diversification become 
feasible, if a general mechanism for software component 
update is available during run-time.  

 
These goals can become possible if issues such as compo-

nent interfaces, state, authentication, and dynamic manage-
ment can be handled practically. In this current study, the 
authors focused on the feasibility, mechanisms, and limita-
tions of dynamic management of software components to 
improve security. The focus of the experiments was on soft-
ware architectures, such as the PX4 autopilot. Still, they can 
be applied to various CPSs, such as edge devices, smart 
sensors, and even autonomous robots. The use case explores 
the approach’s feasibility for unmanned aerial vehicles 
(UAV)s. From this study, the authors present an analysis of 
the effects of such techniques on the overall mission of the 
system. 
 

Introduction: CPS Operation in the 
Presence of Attacks 
 

Like any other cyber system, CPSs are prone to different 
attacks. Some of these can be from their network connec-
tions, and some from attacks on sensors, controllers, and 
actuators (Wang, Song, Jing, Yang, Guan & Sun, 2019). 
Another source of disruption can come from hardware or 
software failures, due to reliability issues or design and  
implementation mistakes. The software complexity in    
today’s CPSs is so great that it is impossible to guarantee 
that a system will be implemented with no defects (Henkel 
et al., 2011). The reality is that a certain number of defects 
per line of code (LOC) will most likely continue to persist 
in the future. These sources of disruption need to be       
addressed independently of their reason. A genuinely resili-
ent system should adapt and continue operating in the pres-
ence of attacks, failures, or both. Truly resilient systems can 
go through the following phases when experiencing disrup-
tions (Fitzgerald, 2016): 

 ——————————————————————————————————————————————————
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The PX4 has a modular architecture that can be extended 
to illustrate approaches needed in this study. 

• There is a convenient infrastructure to run experi-
ments through simulators, such as JMavsim and   
Gazebo. The benefits are that the same code that is 
run on the UAV is run in simulation, and disturb-
ances in the flight performance can be seen with  
different types of UAV types used in the simulator. 

• There is a possible integration with MAVSDK, 
which allows for developing mission applications 
that can control drones through the Mavlink protocol. 
This allows for complex missions to be run in order 
to test the autopilot software without the need for real 
UAV equipment and a flight site. 

• The PX4 is a prevalent platform, and any studies that 
reveal vulnerabilities and countermeasures are of 
interest to the community of researchers and practi-
tioners in the industry. 

• Since this platform has high complexity, any tech-
niques that can be deployed successfully here can be 
used in other platforms with similar or better success. 

 
The PX4 has modules that are essentially software     

components, and each one runs in a separate thread or in a 
work queue (Meier, Honegger & Pollefeys, 2015). Work 
queues are mechanisms that use a common thread for sever-
al modules to share by sequentially running their Run() 
methods periodically. The work queues present further  
challenges from the perspective of security, because of the 
increased complexity and difficulty in manipulating individ-
ual modules. Work queues make timing guarantees and  
predictability even harder and introduce dependencies of 
modules and their main thread functions. The approach used 
in this current study for software components and their   
dynamic management was irrelevant to whether or not they 
would run in a separate thread, work queue, or even in sepa-
rate processes, as is often the case in ROS systems 
(Malavolta, Lewis, Schmerl, Lago & Garlan, 2020).  
 

Figure 1 shows the test setup used in this study. It used a 
high-level mission-control application that would send the 
mission commands through the Mavlink protocol. The auto-
pilot software was connected to a simulator, which could be 
Gazebo or Jmavsim. In addition to the autopilot software, a 
new system was added to take care of the dynamic manage-
ment of software components. The logs were used for   
analysis of the flight characteristics to do a comprehensive 
analysis of the results. 
 

Literature Review 
 

There are some studies that discussed dynamic system 
reconfiguration and run-time techniques in general. Many of 
these studies focused on some of the aspects of implement-
ing dynamic changes, but they often did not comprehensive-
ly look at all problems, especially the state, authentication, 
and timing. In addition, those studies did not typically focus 
on dynamic behavior with respect to improving security, as 

was the case for this current study. Dynamic reconfiguration 
may be done for purposes of maintenance, repair, upgrade, 
and, most frequently, functional changes. Dynamic recon-
figuration, with the main goal of improving security and 
safety, was the main contribution of this study. Neverthe-
less, this study builds on what is already available in the 
literature and the authors propose a different angle of the 
techniques used and the use cases. 

Figure 1. Test setup. 

 
There is a significant number of papers that focused on 

reconfigurable manufacturing systems (Bortolini, Galizia & 
Mora, 2018). These papers focused on the challenges relat-
ed to Industry 4.0 and the ability to quickly reconfigure a 
manufacturing application or any other large-scale system in 
order to provide new functionality. These studies considered 
concepts such as availability and reliability, but security and 
safety were generally not explored in depth. Some of the 
studies discussed self-healing and self-management systems 
(Shin, Cho & Oh, 2018) and the use of machine learning to 
optimize their operation. The proposed techniques focused 
on how systems adapt to abnormal situations using self-
adaptation techniques. 
 

A general approach to dynamic reconfiguration was    
discussed by (Saadi, Oussalah, Hammal & Henni, 2018), 
where the notion of a reconfiguration manager was intro-
duced. This component relies on events that trigger actions, 
and based on a reconfiguration policy, a new configuration 
was chosen and implemented. The architecture was repre-
sented in the form of a graph. The authors pointed to the 
challenges of verifying and validating the possible configu-
rations. This opinion was also shared in many other papers, 
as the possible combinations could make guarantees for 
architecture stability difficult to provide. An important tech-
nique described in the literature was the moving target   
defense (MTD) technique, which created diversity in the 
memory space and in the instruction set used in order to 
create obstacles for the attacker (Potteiger, Zhang &     
Koutsoukos, 2020). MTD changes properties in the system 
as it runs so that it can minimize the chances of success of 
an adversary trying to succeed in devising ways to reverse 
engineer a working system. This is a form of a proactive 
approach toward a large number of attacks. The most     
frequent attacks that the techniques help against are in the 
category of memory attacks, which can include code injec-
tion and code reuse. 



——————————————————————————————————————————————–———— 

 

Some works proposed a dynamic reconfiguration scheme 
based on representing the system through graphs. Each node 
represents a module or component, and each edge is a con-
nection between two components (Pavlenko, Zegzhda & 
Poltavtseva, 2019). The authors defined routes through the 
graph, representing a cyber-physical system, and choose 
different reconfigurations based on information about which 
node was being compromised by an attack. Choosing a  
reconfiguration dynamically can maintain the stability of the 
system. This assumes, though, that there is a mechanism for 
detecting attacks on any of the nodes. One of the approaches 
in systems that could do self-adaptation and reconfiguration 
was that such systems could provide redundancy of        
important components.  

 
This approach improved fault tolerance and reliability in 

general. The author suggested that certifying a dynamically 
reconfigurable system is very hard (Isakovic, 2022). The 
idea of such reinforced components was used in this current 
study, too, where the scope was narrowed to individual 
components in order to make it easier to certify and  imple-
ment a solution. The majority of the encountered sources 
dealt with high-level techniques and did not have a case 
study that implemented a working model that proves that a 
certain technique can work in practice. As a consequence, 
they did not focus on a particular class of systems and rarely 
provided concrete test results. The authors of this current 
study, however, focused on a specific class of systems, an 
attack model, and a practical approach to improving security 
against a large class of attacks. A real-world example of a 
UAV autopilot was also proposed as well as test data for 
analysis to help derive relevant conclusions. 
 

Attack Model 
 

In this paper, the authors detail the mechanisms of 
launching two types of attacks on a running instance of a 
PX4 autopilot. These attacks can be targeted and can affect 
specific components of the autopilot software. Attacks can 
be quite different, but their classification was not the      
purpose of this paper (Yaacoub, Noura, Salman & Chehab, 
2020). The assumptions for the attacks that were made   
include: 

• The attacker can get into the OS where PX4 runs and 
can gain privileged access. 

• The attacker is familiar with the architecture of the 
running autopilot software, for example, PX4 or  
Ardupilot. 

• The attack will rely on well-established techniques 
that work in a Linux environment. 

• The attack will take advantage of the fact that the 
software is written in C++ and, therefore, it inherits 
its vulnerabilities, such as buffer overflow, for exam-
ple. 

 
These assumptions are relevant to a large percentage of 

drones used today. Many of these drones are running some 
version of Linux and autopilot software. In addition, securi-

ty is not always a deep concern for many UAVs, because 
they are still considered experimental and standards are still 
being established. Therefore, widespread attacks such as 
buffer overflow and /proc file system memory attacks are a 
real possibility (Nayak, Hibler, Johnson & Eide, 2017). 
 

Attacks can be launched through many different methods. 
The actual type of attack may use a way to corrupt the 
memory of the running autopilot process. The authors of 
this current study used a method of defense that aimed to 
create a moving target for the attacker so that they would 
have a very dynamic and much harder environment to    
attack. Most attackers expect a well-known static environ-
ment with a defined memory layout. Figure 2 shows the 
mechanism of a buffer overflow attack as a popular method 
for getting to the memory of a running process. The attacker 
plants a custom socket server that can be contacted later 
through a client process. It can exploit a buffer overflow 
attack to get to a component in the autopilot software and 
compromise it. 

Figure 2. Attack setup. 
 

Dynamic Component Management 
Approaches 
 

In order to create protection, the choice for the current 
authors was to replace a working component with another 
component that had the same functionality. By running each 
component for a short period of time, the functionality of 
the autopilot was maintained. The focus was on one of the 
software components that was central to the autopilot     
system in order to prove that the approach worked. The 
technique can be applied to more than one component with 
some penalty of increased CPU and memory usage. The 
goal of this experiment was to be able to preserve the func-
tionality and timing, as expected for the normal operation of 
the UAV. 
 

Dynamic Component Replacement 
 

Component replacement while the system is running with 
a new component that can continue functioning, at least as 

——————————————————————————————————————————————–———— 
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ed with a newer and improved component that fixes specific 
vulnerabilities and capabilities of the existing one. In both 
situations, replacing an existing component has to be done 
according to an algorithm described in detail later. 

Figure 4. Sequence diagram of component replacement. 

 

Alternating Component Execution at 
Run-Time 
 

When the number of attacks is large, and the system is 
executing in real-time, using a proactive approach against 
potential attacks is better than detecting and remediating in 
real-time. One such technique assumes that there can be two 
components with the same functionality but not necessarily 
the same implementation. If these components are run in 
separate threads or other execution units, such as processes 
or tasks, they can be restarted periodically, and their execu-
tion can alternate. This guarantees that there is always a 
running component that can handle the expected functional-
ity. The definitive advantage of the approach followed is 
that it creates a moving target for the attacker by constantly 
swapping threads that have different thread identifiers, IDs, 
and memory footprints, since threads are created and de-
stroyed periodically. The approach takes advantage of the 
principle of code diversity and time and space randomiza-
tion. To further improve security, refinements such as ran-
domly changing the names of the threads and the interval of 
swapping increase the difficulty of a feasible attack.       

well as the replaced component, is a complex undertaking 
that requires careful analysis. This technique is an effective 
countermeasure against the types of attacks described in the 
previous section. Figure 3 shows a depiction of this opera-
tion. This can happen by designing a new component    
manager module. Component A, as shown in the figure, is a 
running component that needs to be replaced with compo-
nent B during run-time. By assuming components A and B 
have compatible interfaces, they can be switched by unload-
ing one of them and loading the other.  

Figure 3. Dynamic component replacement. 
 

The component manager needs to take care of the follow-
ing concerns: 

• Ensure that the interfaces of the new component are 
compatible with the interfaces of the replaced     
component. 

• Provide authentication so that there is some assur-
ance that the new component is not bogus and is 
coming from a trustworthy source. 

• Make sure that the new component is brought up in a 
state that matches the state of the replaced compo-
nent. 

• The operation does not have a significant effect on 
the dynamics of the system. 

 
Figure 4 illustrated the sequence of how a replacement 

can happen. There is a time when the new component is 
loaded into memory but does not run right away. This is 
useful so that the new component can have its state updated 
after which the old component can be stopped and unload-
ed; only then does the new component start running in its 
place. If the system dynamics permit such an operation, the 
system will not experience any significant effects. This also 
depends on the component complexity and its state and tim-
ing characteristics. Dynamic component replacement can be 
helpful in situations where there is need for an upgrade, 
repair of a component, or a switch in the operation of com-
ponents, due to environmental changes or security require-
ments. One such situation is related to an ongoing attack on 
the component, which makes its operation incorrect and 
dangerous. Another situation is when a component is updat-
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Ultimately, the alternated threads can have completely   
different implementations but can perform the same tasks. 
An example is a traditional PID controller and an LQR  
controller being swapped repeatedly. This is particularly 
true for   components that have no state; for example, a PID 
controller. This operation is at the expense of some over-
head in time and CPU resources, although the approach can 
be   applied only for the most vulnerable threads of the auto-
pilot software. The diagram of Figure 5 shows the timing of 
the exchange, where the following time periods are detailed: 
 

Tload  = time to load a new component 
Tready  = time to reach a running state 
Tswap  = time to swap the components 
Tunload  = time to unload a component 
Trun  = time to run  

Figure 5. T imeline for component replacement. 
 

Challenges with Dynamic Component 
Management 
 

There are numerous challenges while implementing a 
dynamic component replacement. These challenges are 
based on complexity, security, timing, and dependencies on 
the specific software architecture. Each component can be 
represented through the interfaces it supports. Components 
with the same interfaces can be replaced independently of 
their implementation, if they comply with the architecture 
and require certain services to be present. Some of the    
issues discussed in this section can be implemented during 
design time. This includes the analysis of component inter-
faces and the preparation of the components for their        
run-time authentication. State handling and effects on the 
architecture are concerns that need to be handled during run
-time. 
 

Component Interfaces 
 

The representation of interfaces that can be shared among 
components throughout the architecture cannot happen 
without a unique approach. A promising way to address this 
issue is to use or design a domain specific language (DSL) 
that can capture the interfaces and which includes the     
contracts that the component abides by (Holthusen, Quin-
ton, Schaefer, Schlatow & Wegner, 2016). Having a DSL 
allows the use of automatic tools for integrity and run-time 
monitoring and performing component rejuvenation and 
state restoration. The DSL can capture three crucial things 
that can help in many different directions, when designing 

software architectures with smart software components: 
• The interfaces 
• The contracts that are represented by the interfaces 
• The state of the component 
• The parameters that are used for configuration 

 
Creating a DSL can be done through tools such as Antlr 

(Stockmann, Laux & Bodden, 2019) or Xtext, or any other 
tool for the generation of custom parsers. This is going to 
produce a custom parser of language grammar in general 
that can also be used to do code generation (Parr & Quong, 
1995). A DSL can have high-level constructs that unambig-
uously define the interface of components. Parsing all   
component descriptions can produce C++ code that can be 
used at run-time along with the existing code that compo-
nents already have. This approach allows for the retrofitting 
of existing deployments of software components and giving 
new properties to them. A possible prototype can be devel-
oped using the PX4 autopilot software, as it has all the char-
acteristics of a multi-component system with well-defined 
components (Meier et al., 2015). 
 

A simpler approach to using a DSL is to use a component 
description language in a structured format such as JSON 
format. This can arguably be regarded as a form of a DSL, 
just without the specifics in grammar. The goal of either 
approach is to express the component’s interfaces in a very 
descriptive and unambiguous way. This could allow      
comparisons of components and operations such as loading, 
reloading, destroying, and switching between components 
to occur easily at run-time. The interface definition of a 
component associated with the code that uses it can be   
considered an adapter attached to an existing component for 
the purposes described thus far. 
 

Authentication 
 

Loading software components dynamically introduces the 
risk of loading a malicious or tampered component that can 
jeopardize the regular work of the systems. The first attack 
based on buffer overflow described earlier uses this vulnera-
bility. Since there is no authentication on what kind of  
component can be loaded with the existing dyn command in 
PX4, anyone who has access to the PX4 shell can load an 
arbitrary module. A module can be loaded even without 
access to the shell by using the available API that PX4   
provides, leading to even more subversive attacks. These 
issues require a mechanism to be developed that can ensure 
that components can be trusted, and approaches such as 
component authentication and attestation come into play. 
Architectures that use attestation servers and key manage-
ment have been proposed to handle this (Van, 2017). A  
simple approach is to use a shared key between the compo-
nent manager and the build systems that create the compo-
nents and attach a calculated hash, which is a sequence of 
bytes to the component that can be verified only by some-
one who owns the secret key. This approach is simple, and 
it works, provided the secret key is guarded. 

——————————————————————————————————————————————–———— 
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An HMAC approach was presented by Beri and Mishra 
(2019), where a keyed hash algorithm was used. It allowed 
for data integrity and proof of origin, which was what was 
needed in that case. Guarding the shared key is essential to 
ensuring that there is a secure solution. The technique    
described in that paper is practical and may be used as a 
basis for its implementation. The overhead of checking the 
HMAC also needs to be considered, but since it is some-
thing that is done only one time while the component is 
loaded, it is practical. An adequately long HMAC, such as 
SHA512, can provide better security at the expense of some 
computational overhead. This may not be a big hurdle, 
though, since the HMAC will need to be calculated once the 
component is compiled and then recalculated again just  
before a decision is made if the component is authentic and 
can be loaded and run. 
 

Timing Considerations 
 

Effects on timing are another concern when replacing 
components (Knight & Strunk, 2004) during run-time. 
Some components can take a long time to reach a steady 
state, since they need to collect data based on sensor meas-
urements. One such component is the extended kalman filter 
(EKF) used in various autopilots and other control systems. 
Such components can affect the overall stability of the mis-
sion, and their timing and inertia need to be considered. 
Another valuable consideration that needs to be mentioned 
is how long it takes for a component to be restarted and the 
effect on the system’s overall stability. This includes the 
time for loading and initializing a component and updating 
its state. If a new component is loaded that replaces a    
compromised or vulnerable and obsolete component, there 
is a need to consider the time when the new component will 
be ready to take over. Figure 5 shows these timing depend-
encies. 
 

The components that were used in this current study were 
an attitude controller and a position controller. Another  
interesting part of the system was the GPS coordinate han-
dling. This was important, since many attacks are launched 
through GPS spoofing and their effects can lead to control-
ling the vehicle’s mission. The EKF is also of interest, as its 
importance in the system is very high. It presents a real 
challenge for dynamic component management, because of 
the complexity described above and its six instances in a 
running PX4 autopilot process. Therefore, the focus was on 
the attitude and position controller’s components, leaving 
the EKF observer for future explorations. 
 

State Handling 

 
Handling the state in a system is a complex task, since the 

system state is general, while the local state is specific to 
individual components. The state can be modified at system 
initialization and during run-time (Kapova, Buhnova, Mar-
tens, Happe & Reussner, 2010). There is a connection    

between the internal state of each component and the overall 
state and behavior of the system. Expressing the internal 
state of a component can help make this connection. Many 
existing systems use static methods for state evaluation, 
although the state changes and can be different at different 
times. This happens because many components change their 
internal state as the system continues to operate (Lauer, 
Amy, Fabre, Roy, Excoffon & Stoicescu, 2018). Some have 
very complex states and some have no state or a very mini-
mal state. Recovering this internal state of a component that 
has been replaced or refreshed is a major challenge, due to 
the fact that the effects this state can have on the system can 
be detrimental. Representing the state in a universal way 
and providing facilities, part of the component, so that it can 
be recovered is possible, but it is far from trivial. The diffi-
culty comes from the fact that the state of a component can 
be constantly changing and the change can be relatively fast 
or gradual. In addition, components can have multiple paral-
lel threads of execution, making things even more compli-
cated. This can mean that the state can be distributed among 
threads that are part of one component. 
 

Software components retain states in variables with    
different types; in many cases, they are complex objects and 
structures. In order to be able to save the state of each varia-
ble independently of its type, a technique called serialization 
needs to be used (Grochowski, Breiter & Nowak, 2019). 
This technique takes the variables of an object and converts 
them to bits that can be stored on a disk. Deserialization is 
the opposite and converts the bits from the disk to values 
that can populate the variable of an object. Some languages 
support serialization, but C++ does not appear to do so in 
the standard libraries; serialization, though, can be accom-
plished through additional libraries. This is relevant since 
the typical autopilot software is written in C or C++. Thank-
fully, some useful libraries are appropriate for tackling the 
task of state management of objects that belong to compo-
nents. 
 

Effects on the System 
 

In this current study, the authors ’ approach was to      
compare the performance of the original system and a modi-
fied system that experienced dynamic component updates 
while the system was running through a complex mission. 
Dynamic component updates can affect the system’s opera-
tion, so a feasibility study needed to be performed. The use 
case section attempted to determine if this approach was 
practical for a modern software architecture like the one 
used for the PX4 autopilot. Figure 1 shows the setup used 
for this assessment. Dynamic component replacement 
would be more accessible when a system is executing a sim-
ple mission or, in the case of a UAV, is simply hovering. 
Many works consider simple cases, such as hovering opera-
tions that are not practical scenarios for real UAV systems 
(Arroyo, Tarek, Kobayashi, Yang & Sethumadhavan, 2019). 
Some factors worth mentioning that determine the feasibil-
ity of the dynamic management approach include: 



——————————————————————————————————————————————–———— 

 

• The complexity of the component, which includes 
state and timing dependencies. 

• The moment in the mission when the dynamic opera-
tion occurs. 

• The speed of the CPU, memory, and overall hard-
ware of the UAV. 

• The software architecture of the autopilot. 
 

The Concept of Root of Trust and 
Component Management 
 

Figure 3 shows the vision that there is a specialized   
module called a component manager, which is the central 
component that allows for any dynamic scheme to be put in 
place. The most straightforward approach is to implement it 
in user space, as was done for the prototyping in this current 
study. However, a more thoughtful approach was needed. 
The component manager needed to be protected from poten-
tial attacks, and therefore it needed to be in a different place 
where the root of trust was. Candidates for this were the 
kernel space of the OS that was used or, even better, in a 
hypervisor that could control the software components from 
a secure implementation. Both approaches are discussed 
next as a potential for future experiments. 
 

Figure 6 shows a general approach to the software appli-
cation running in user space, as is the usual case for most 
systems. The kernel space implementation of the component 
manager can be as simple as dynamically swapping compo-
nents to maintaining a graph of component interactions and 
refreshing different components when they do not operate. 
This allows for the smarts about component dependencies 
and their state to be kept in the kernel space. This guaran-
tees survivable components in user space, because of the 
dynamic control from the kernel space. 

Figure 6. Kernel and user space implementation. 
 

Kernel Space Implementation 
 

The component manager can be implemented as a kernel 
module that controls the user space components from kernel 
space. This approach protects the component manager and 
the dynamic component management scheme from attackers 

who have access only to the user space. Access to kernel 
space requires super-user privileges and is harder to pene-
trate for most attackers. There is some complexity in imple-
menting the component management in kernel space and the 
interaction with the user space, but it is still possible in a 
rich environment such as Linux. In addition, it is uncommon 
to have a kernel module that controls user-space threads and 
this approach is somewhat unfamiliar to traditional architec-
tures known to attackers. 
 

Hypervisor Implementation 
 

Another robust approach is to use an implementation in a 
hypervisor so that the execution of the component manager 
is at an even higher level of protection (Vasudevan, Chaki, 
Maniatis, Jia & Datta, 2016). Hypervisors can run at the 
highest privileged level, and their code cannot be accessed 
from the OS, even from its kernel space. This approach also 
has the advantage that a solution can be part of a well-
designed hypervisor’s verified and minimal codebase. It is a 
more complicated way to implement the solution but it   
protects against attacks, since the component manager    
cannot be compromised. Thus, it can continue to manage 
the user space and keep it resilient through a dynamic    
refresh of components in the presence of persistent attacks. 
 

Use Case: PX4 Autopilot and Dynamic 
Component Management 
 

The experiments in this current study were based on   
running a PX4 in a simulation environment with Jmavsim or 
Gazebo. Jmavsim was included with the distribution of PX4 
and is written in Java. It is a simpler simulator that allows 
modifications, although it is not a physical simulator. Gaze-
bo is a physical simulator that can be extended through 
plugins and provides a flexible architecture, including the 
possibility for creating simulation worlds. Both were      
adequate for the current experiments. MAVSDK was used 
as a tool that could generate complex missions for the simu-
lated UAV to execute. MAVSDK is flexible and communi-
cates through the Mavlink protocol in order to send and 
receive commands from the vehicle. During the flight    
dynamic component replacement and alternative component 
execution were performed. In the first case, the process was 
to go through the replacement of a running component, as 
depicted in Figure 4. The authors’ objective was not to   
disturb the mission too much and to be able to complete it 
while implementing the dynamic scheme. A quantitative 
analysis of how much the flight parameters had been affect-
ed was done based on an analysis of the flight logs. 
 

Authentication Implementation 
 

Authentication is a two-step process, where the compo-
nent that needs to be authenticated is prepared during com-
pilation and verified at a time before it is run. A strong algo-
rithm is needed to ensure that it cannot be easily broken. 

——————————————————————————————————————————————–———— 
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The technique that is both practical and secure is HMAC. 
The build system uses a shared key, and the same key is 
used during run-time. Key generation and storage are other 
critical concerns. Key length and the HMAC algorithm  
itself determine the strength of the solution. SHA512 can be 
used to generate an HMAC on the contents of the module 
and use the same key to compare the generated and calculat-
ed HMAC before the module is loaded. The computational 
overhead is not a significant concern, since this is done only 
once at run-time and once during compilation. 
 

For testing during this current study, the cryptocpp library 
was used, which has a good arsenal of algorithms for cryp-
tography. Cryptocpp was selected, since it is open source 
and has different algorithms that can be called from the C++ 
code in the PX4 autopilot. The selected algorithm was 
SHA512, based on its safety. It is rather straightforward to 
add a post-processing task during compilation and create an 
HMAC. When the module is loaded, the software follows 
the same procedure of calculating an HMAC on the contents 
of the module and loading it only if the HMAC is the same. 
This is constantly emphasized with a shared key approach, 
although the techniques for accomplishing this are well  
outside the scope of this current study. Using a shared key, 
32 bytes in length, was the approach that was selected,   
although the handling and storage of the shared key were 
not part of the study. 
 

State Recovery 
 

Each software component in the PX4 typically has a main 
class with class variables that are used to preserve the state 
during the operation of the component. For state saving and 
recovery of a running component, the bitsery C++ library 
was used, which allows for serialization of variables with 
different and complex types. Bitsery allows for variables 
with arbitrary types to be effectively serialized to disk or 
RAM and deserialized when needed. This technique allows 
for the state of one component to be saved to disk or 
memory and then transferred to a newly loaded component. 
Tests from this current study allowed the authors to        
conclude that this was feasible for the attitude and position 
controller components. This proved that the approach 
worked, both from a timing and complexity perspective in a 
real-world scenario. 
 

Dynamic Component Management 
 

The component manager was the central piece of the  
experiments. It allowed for loading and unloading compo-
nents at different rates. The pxh module in the PX4 allowed 
for easier control through a programmatic interface. An  
improvement of the existing dynamic loading mechanism 
was made in order to add authentication capabilities and 
interface checking before the component could be used. The 
component manager was implemented as a PX4 application 
thread running in user space but, as discussed previously, 
future implementation can move it to kernel space. 

Test Results 
 

Several tests were performed to estimate the feasibility of 
such a dynamic scheme with continuous component       
updates. There were two major classes of experiments. The 
first class of experiments was to replace an existing compo-
nent dynamically just once. This included handling authen-
tication and state recovery before the new component was 
run. The purpose of this test setup was to prove that a    
component could successfully be reloaded while the system 
operated and could still provide smooth operation. The   
experiments showed that this is possible, and the effects of 
authentication and state handling did not perturb the       
mission, as well as swapping components in mid-flight. The 
illustrated scenario was to have a component under attack 
and, after replacing it with a new component in order to 
erase the effects of the attack, resume normal operation. The 
previously described attack methods were used to launch an 
attack and affect the operation of the original component. 
 

The choice was to perform an attack on the original    
attitude controller that was part of the PX4. This controller 
subscribes to several topics and calculates the vehicle rates 
and the attitude setpoint based on the data it receives from 
the messages. The attack, in this study, used the /proc file 
system method to overwrite these variables constantly as the 
attitude controller worked. The assumption was that the 
attacker was familiar with the offsets for these variables in 
the component’s memory. Once the new instance of the 
attitude controller was loaded, the compromised component 
was unloaded from memory and the effects of the attack 
were erased. 
 

Initially, both experiments were done for a hovering 
drone to prove that the solution was working. Finally, a full 
mission application was run while alternating modules and 
continuously replacing components dynamically. The    
mission was successful. The tested dynamic schemes were 
able to effectively counter an isolated attack against the  
chosen vulnerable and crucial attitude controller component. 
The same approach could be implemented for the rate and 
position controller, the EKF, and any other component that 
might be under attack and is crucial to the safety of the  
mission. The UAV mission was preserved in all cases with 
normal, alternating, and dynamic component replacement. 
Figure 7 (compared to Figure 8) shows that the most signifi-
cant deviation in the mission was seen during the continu-
ous alternation of the position controller. 
 

The authentication of a dynamic component was the most 
CPU-intensive and slowed operation. The time needed to 
calculate and HMAC was measured with the SHA512 algo-
rithm having a 32-byte long shared key and a compiled 
component with a length of a little more than 6MB. The 
time was equal to 26.85 milliseconds on a modern laptop. 
Since this was done only once, the time was adequate for 
these experiments and for most CPSs in use today. 
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Figure 7. Original mission plot. 

Figure 8. Alternating mission plot. 
 
key:546573744861636B31323334353637384861636B5465737438
37363534333231 
plain text length 6066896 
hmac:7DCC4B68C65478C60CF19C31B61F535B2D9EB2638453
9FC5172866F0121831096D828AFFF28560A9656BEBE2953D12
79E77FEEFED155EC3C34352263985B54CF 
Time difference = 25986[µs] + 25986585[ns]  

 
This experiment did not require a state update, since the 

components were given enough time to come up to speed 
before switching, and the attitude controller did not have a 
very complex state. The time to save the state for the 
mc_att_control component was an experiment for complete-
ness so that one could have an idea in case the method for 
state recovery needed to be used in future experiments. The 
time to save the state was much longer than the time to  
restore it; still, though, at 97 microseconds, this is negligible 
and allows for implementations even in restricted CPU  
environments. 
 
Time to save state = 97[µs] and 97346[ns] 
Time to restore state = 8[µs] and 8966[ns]  

 

The second class of experiments was more ambitious and 
included having two components with identical or similar 
functionality, alternatively being in control. A second     
version of the position controller was created during this 
scenario and had the original and the alternative position 
controller change as frequently as two times per second. 
Each component’s instance ran for that period, then it was 
destroyed and a new instance spawned in its place, ready to 
run. Figure 5 shows that, during this time, the new control-
ler ran and then was unloaded, allowing the cycle continues. 
This scenario did not perform authentication, since the two 
controllers were loaded at the initialization of the software. 
There was state recovery, since the position controller com-
ponent had a PID loop and other flight-related state varia-
bles. While changing the instances in control were changed, 
the mission was completed successfully. 
 

This test explored the elements of software diversity and 
redundancy as methods for improving reliability and securi-
ty. The goal was to prevent an attack in the first place.    
Alternating two threads, and performing the same task when 
possible while their memory footprint changed dynamically, 
was one strategy for increasing the difficulty of devising a 
successful attack. Since it is not hard to introduce random-
ness in the time that each thread runs, this can further make 
the solution more resistant. The tests with the alternate   
implementation of the attitude controller showed no change 
or degradation in the flight quality, since there was no    
significant state that the attitude controller contained. 
 

Alternating the controller was possible, although some 
effects were due to timing and state recovery. Overall, the 
mission was successful, though the authors noticed that the 
flight time had increased from 2 minutes and 20 seconds to 
3 minutes and 20 seconds. The mission trajectory showed 
some deviations, although not very significant ones. All 
flight parameters were affected compared to the pristine 
case, where there were no controller changes during the 
flight, but the approach was feasible for a relatively       
complex and dynamic mission which was completed      
successfully during the simulation. 
 

The results were analyzed through the flight review tool 
as part of the PX4 ecosystem. Figures 9 and 10 show that 
the local position deviated slightly from the estimated posi-
tion during the test, where the position controller was 
swapped continuously. Figures 11 and 12 indicate that the 
actuator outputs also showed larger swings during alterna-
tive execution. There was also some increase in the vibra-
tions of the UAV. Finally, Figures 13 and 14 show that 
there was a slight increase in CPU and memory usage. 
These results were expected as an aggressive restart of alter-
nate versions of the position controller was performed, 
which was one of the most important controllers in the PX4. 
Overall, the results were very promising, because the mis-
sion was completed with some precision and time penalties, 
but the important result was that it finished successfully.  
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This result was pertinent to safety-critical missions, where 
safety is more important than efficiency. This is particularly 
true for military operations, where the loss of life and equip-
ment is more important than time to complete the mission or 
some other mission criteria. 

Figure 9. Local X position normal. 

Figure 10. Local X position alternate. 

Figure 11. Actuator outputs normal. 

Figure 12. Actuator outputs alternate. 

Figure 13. CPU and RAM normal run. 

Figure 14. CPU and RAM alternate run. 

 

Conclusions 
 

Through this current study, the authors aimed to explore 
the possibility of improving the security of existing systems 
by retrofitting them with schemes allowing dynamic compo-
nent management. For the study, modern software architec-
tures, such as the PX4, were explored, although the results 
are applicable to other similar systems. The running behav-
ior of the modified autopilot with dynamic component  
management proved that such an approach is not only possi-
ble but holds much promise for the ever-increasing threats 
in the quickly changing world of deployed UAVs. The   
results from these experiments showed minimal effects on 
mission execution and remarkable resilience against a    
specific class of widespread attacks. This happened inde-
pendently of the fact that alternate versions of the position 
controller were continuously reloaded. Further studies will 
be needed to continue exploring the possibilities in this 
study. Hopefully, these results and recommendations will 
affect architectural decisions of current and future systems 
regarding their resistance to malicious attacks and failures. 
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Abstract  
 

Geogrids are used in the reinforcement of unbound    
layers. One application of geogrids is in the reinforcement 
of flexible pavement. In this study, the authors prepared a 
large-scale tank to study the change in performance of a full 
pavement structure when geogrids were incorporated. The 
geogrid mesh was placed at the interface between the base 
and asphalt concrete layers. The tank dimensions were  
designed such that its boundaries would not interfere with 
the soil stresses. Dynamic loading was applied on the    
samples and the stresses in the subgrade and base layers 
were measured using preinstalled pressure gauges. A statis-
tical analysis was done to compare the performance of both 
conditions. The results showed that rutting in the case of the 
unreinforced sample was significantly higher than for the 
reinforced sample. The presence of the geogrids also     
reduced the stresses induced in the subgrade and base layers 
at all measured points, except under the point of load appli-
cation where stress increased. 
 

Introduction 

 
Rutting in asphalt pavements is a major concern,        

especially in countries with hot climates. Rutting is caused 
by deformation in the pavement layers and/or the subgrade. 
Geogrids are used to help reduce rutting in the pavements. 
Geogrids are polymers made as tensile ribs that are        
connected in parallel with openings between them through 
which the aggregate particles can penetrate causing a 
stronger interlocking effect. They are classified as a type of 
geosynthetic reinforcement system (Abu-Farsakh, 
Hanandeh, Mohammad & Chen, 2016). Geogrids can    
decrease the rutting potential of the asphalt concrete layers 
in flexible pavements (Gu, Luo, Luo, Lytton, Hajj &     
Siddharthan, 2016). This may be attributed to the mecha-
nism of the geogrids’ interaction with the pavement layers 
(Moghaddas-Nejad & Small, 1999). Geogrids help in 
spreading the load over a larger area, thereby reducing the 
stresses in the soil. They also reduce stresses by absorbing 
shear stress (Zornberg, 2017). Geogrids can be manufac-
tured with integral junctions, which themselves are       
manufactured by extruding and orienting sheets of polyole-
fins (polyethylene or polypropylene). These types of      
geogrids are often called extruded or integral geogrids. Ge-
ogrids may also be manufactured from multifilament poly-

ester yarns that are joined at the crossover points using a 
knitting or weaving process and then encased in a polymer-
based, plasticized coating.  

 
These types of geogrids are often called woven or flexi-

ble geogrids. A third type, a welded geogrid, as the name 
implies, is manufactured by welding polymeric strips to-
gether at their crossover points. All of these manufacturing 
techniques allow geogrids to be oriented such that the prin-
cipal strength is in one direction, called uniaxial geogrids, 
or in both directions (but not    necessarily the same), called 
biaxial geogrids. Geogrid reinforcement is utilized as a part 
of flexible paved roadways in two noteworthy application 
zones: base reinforcement and subgrade stabilization. In 
base reinforcement applications, the geogrids are placed 
within or at the bottom or top of unbound layers of a flexi-
ble pavement system; this improves the load-carrying ca-
pacity of the pavement under increased traffic. The use of 
geogrids has two main benefits for flexible paved roads: 

• Reduction of the base course and subbase thick-
nesses and fewer asphalt layers. 

• Improvement in road performance by increasing 
road serviceability and reliability. 

 
Although the use of geogrids in flexible pavement has 

been studied over the last two decades, there is still limited 
data showing the optimum location for the use of reinforce-
ment and the effect on stress distribution within the layers. 
There is, nonetheless, a consensus that the use of geogrids 
enhances the performance of flexible pavements. The use of 
geogrid reinforcement is also one of the most cost-effective 
ways to strengthen the structural capacity of the pavement 
and extend its service life (Abu-Farsakh et. al, 2016;      
Ibrahim, El-Badawy, Ibrahim, Gabr & Azam, 2017). When 
compared to pavement without geogrid, pavement with ge-
ogrid has a significantly longer life. Experimental results 
revealed that integrating geogrid into the asphalt pavement 
layer greatly reduces rutting and, hence, contributes to pave-
ment service-life extension. (Susanto, Yang & Duc, 2021). 
In a study using triaxial and biaxial geogrids, the use of ge-
ogrids reduced the maximum deformation from one inch in 
the nonreinforced case to 0.25 and 0.5 inches in the triaxial 
and biaxial geogrid cases, respectively (Alimohammadi, 
Schaefer, Zheng, White & Zheng, 2021). A major aspect 
that is analyzed in the use of geogrids in flexible pavements 
is the location of the geogrid placement.  
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The importance of the position of the geogrids in the 
cross section comes from its effect on the stresses devel-
oped in the road’s cross section (Mittal & Shukla, 2020). In 
addition, it is important to identify the effect of geogrids on 
the stresses created within the soil. The way geogrid rein-
forcement works is that the aggregate particles penetrate 
through the geogrids’ openings during the compaction   
process resulting in the creation of a strong interlock and, 
therefore, drastically reducing the lateral movements of the 
unbound base material or mixed particles. This interlock 
increases resistance to rutting development such that stress-
es are transferred by tensile forces leading to an enhance-
ment in pavement performance (Abu-Farsakh & Chen, 
2011). Haas, Walls, and Carroll (1988) studied the effect of 
geogrid reinforcement mechanisms in flexible pavements 
when applied in the granular base layer.  

 
The study included an analysis of the stresses, strains, 

and deflections within the layers. The authors of that study 
concluded that the use of geogrids has benefits in the reduc-
tion of rutting by altering the distribution of the stresses 
within the pavement. The appropriate design and selection 
of the location of the geogrids are of high importance. The 
recommended location for the geogrids, in the case of a thin 
base, is at the interface between the base and subgrade. 
With thicker bases, the authors recommended the middle 
portion of the base as the optimum location for the geogrid 
reinforcement. The authors noted that there is no benefit in 
using the geogrids in a compression zone. Reyes and 
Kohler (2006) used an accelerated testing scheme to study 
the effect of geogrid reinforcement location. The study was 
composed of four sections: a control section and three   
sections with geogrids at different locations.  

 
The results showed that failure was due to fatigue in the 

asphalt concrete layer and that the section with the best 
performance was the section that had the geogrids placed 
within the granular base. The authors of that study also  
concluded that, if two layers of geogrids were used, the 
locations should be on top of the subgrade and in the base. 
In another study (Ibrahim et al., 2017), the authors investi-
gated the use of geogrid reinforcement in flexible pavement 
applications. In that study, the authors used geogrids to 
develop five testing sections in the laboratory. The steel 
container used for the large-scale model was 1.0m in 
length, 0.35m in width, and 0.55m in height. The layers in 
the model were composed of a 30 cm thick clay subgrade, a 
15 cm granular base layer, and a 5 cm flexible pavement 
layer.  

 
The variable in that study was the location of the        

geogrids and the loading, which was done using a static 
plate. The results showed that the optimum location for the 
reinforcement was directly below the asphalt layer, while 
the tensile strain at the bottom of the AC layer was reduced 
to its lowest level, resulting in the longest fatigue life. The 
second recommended location for geogrid placement was at 
33-50 percent of the base layer’s height from the bottom. 

In other studies, a 3D finite element analysis showed that 
the use of geogrids in unbound layers reduced the longitudi-
nal and transverse deformations and that the use of a single 
geogrid mesh at the upper third of the layer improved the 
performance (Jasim, Fattah, Al-Saadi & Abbas, 2020). The 
authors of that study concluded that the addition of a ge-
ogrid mesh at the interface between the subgrade and the 
base could improve structural stability. Zornberg, Gupta, 
Prozzi, and Goehl (2008) used geogrid reinforcement in 
projects with highly expansive soils and showed that the    
in-service performance resulted in the reduction of prob-
lems associated with expansive soils when using geogrid 
reinforcement. 
 

Pereira, Pitanga, da Silva, E Almeida, and Lunz (2021) 
found that the insertion of the geogrid in contact with the 
asphalt layer provided better interlocking, reduced defor-
mation, and enhanced mechanical strength and stiffness. 
This was due to the adhesion between the geogrids and the 
hot mix asphalt. Moayedi, Kazemian, Prasad, and Huat 
(2009) found that moving the geogrid closer to the top of 
the pavement increased tensile stress absorption. The high-
est values were obtained when the geogrids were placed 
between the asphalt and base layers. In a study by Mattar et 
al. (2022), the authors placed the geogrids in the treated 
base course in varying locations and found that the        
optimum location is at the middle of the binder course.  
 

Banerjee, Srivastava, Manna, and Shahu (2022) showed 
that the use of geogrids also enhances the service life of the 
pavement, while Sharbaf and Ghafoori (2021) used numeri-
cal modelling to show that the introduction of geogrids can 
enhance the service life ratio of the pavement by 1.27-1.67 
times. The authors also reported an increase in structural 
capacity by a factor of 1.5-7.5. Limited research has been 
conducted on base reinforcement applications, thus the 
scope of this current study was to explore and test the    
effects of reinforcing the interface between the base and the 
asphalt concrete layers in a flexible pavement section using 
biaxial geogrids. In this study, the authors analyzed the 
effect on rutting and the stresses induced in the base and 
subgrade layers. 
 

Experimental Program 
 

In this current study, the authors prepared a large-scale 
laboratory model in order to study the effects of geogrid 
placement on pavement structure. Two full-scale pavement 
structures were tested: a control section and a geogrid-
reinforced section. The geogrids were placed between the 
asphalt concrete layer and the base layer. The selection of 
this location was based on the findings from the literature 
review. The properties of the material used in constructing 
each layer of the large-scale model were characterized. The 
materials used in this research project were sampled during 
the construction of a street in the new administrative capital 
of Egypt—the properties of each layer are presented here.  
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All of the tests were carried out in accordance with 
ASTM guidelines. The subgrade soil used in the experiment 
was sand. Table 1 presents the properties of the sand. Table 
2 shows that the base layer used in this study was an aggre-
gate mix. 
 
Table 1. Subgrade layer properties. 

Table 2. Base layer properties. 

 
The asphalt concrete used in this project was a premixed 

asphalt concrete that was sampled during the paving of a 
city street in the New Administrative Capital of Egypt. The 
asphalt concrete was tested and asphalt extraction was done 
to identify the asphalt content. Table 3 presents the asphalt 
concrete properties. Table 4 presents the gradation of aggre-
gate used in the asphalt concrete mix. After preparing a full
-scale model, two samples were cored from each test setup 
to calculate the actual air voids in the compacted asphalt 
concrete layer. These air voids were found to be 13.7%. 
 
Table 3. Asphalt concrete layer properties. 

Table 4. Asphalt concrete gradation. 

The geogrids used were polypropylene biaxial geogrids. 
The aperture dimension was 40 mm x 27 mm and the nomi-
nal ultimate tensile strength was 30kN/m, which was less 
than the value tested in the lab. The ultimate tensile strength 
was found in the lab to be 40.9 kN/m and the modulus of 
elasticity was 161.5 MPa. Table 5 presents the details of the 
geogrid properties. 
 
Table 5. Geogrid properties. 

*based on soil type 

 

Test Design:  Full-Scale Test 
 

The study’s major purpose was to develop a realistic test 
model that would be large enough to minimize the effects 
of the boundary conditions on the stresses induced during 
the test, while avoiding the production of an unnecessarily 
large model. To do this, MIDAS was utilized to run a simu-
lation using a crude finite element model to optimize the 
size of the large-scale model used in the experiment. The 
results revealed that a model with the dimensions of two 
meters high, two meters wide, and one meter deep would 

Property Result  

Specific Gravity 2.70 

Optimum Water Content (%) 7.60 

γ dry max (kN/m3) 17.76 

CBR (%) 26.00 

Modulus of Elasticity (E), (MPa) 15.80 

Cohesion (C) 0 

Angle of Internal Friction (ϕo) 30.00 

Unit Weight in Full Scale Exp Model, (kN/m3) 18.00 

Property Result  

Specific Gravity 2.56 

CBR (%) 142.70 

Modulus of Elasticity (E) (MPa) 22.00 

Angle of Internal Friction (ϕo) 40.00 

Unit Weight in Full Scale Exp Model, (kN/m3) 20 .00 

Property Result  

Flow (2.5mm) 10.80  

Stability (kN) 1.80 

Asphalt Content (%) 5.66 

Maximum Specific Gravity Gmb  2.10 

Theoretical Maximum Specific Gravity (Gmm)  2.41 

Unit Weight in Full Scale Exp Model, (kN/m3) 22.00  

Sieve Size  Percentage Passing Cum ulative (%) 

1” 100.0 

¾” 97.8 

3/8” 55.0 

#4 32.7 

#8 23.1 

#20 10.8 

#50 7.2 

#100 3.9 

#200 1.8 

Property Value  Unit 

Aperture dimensions 40x27 mm 

Minimum rib thickness (MD) 2.1 mm 

Minimum rib thickness (XMD) 1.5 mm 

Nominal ultimate tensile strength 30.0 kN/m 

Junction efficiency 93 % 

Flexural stiffness 2,750,000 mg-cm 

Aperture stability 0.75 m-N/deg 

Resistance to Installation damage 90-95* % 

Resistance to long term degradation 100 % 

Resistance to UV degradation 100 % 
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meet the stated criterion. Further details about the simula-
tion used in designing the full-size model can be found in a 
previous study by Ahmed et al. (2018).  
 

The Egyptian Code of Practice (ECP) for low-volume 
traffic was used to design the thicknesses of the different 
layers (Housing and Building Research Center, 2008). The 
Egyptian code of practice is based on the American Associ-
ation for State Highway and Transportation Officials 
(AASHTO, 1995) design methodology. The design sug-
gested a typical section including 10 cm of asphalt concrete 
and 25 cm of untreated base. This remaining 65 cm were 
filled with soil that represented the subgrade soil. Figure 1 
shows the pavement cross section. To accomplish the    
appropriate degree of compaction, the weights of the soil 
were prepared and compacted to a pre-marked depth,     
according to their unit weight. A plate compactor was used 
to compact the material. Each material layer was subdivid-
ed into sublayers to ensure proper and homogeneous     
compaction. The strains created inside the sample at various 
points were measured using pressure gauges. In addition, 
two linear variable displacement transducers (LVDTs) were 
used to measure surface rutting. Figure 2 shows the test 
setup. The laboratory temperature was maintained at 21.5°
C, which was the mean annual air temperature (MAAT) in 
the project location (more on this later). 

Figure 1. Pavement cross section (all dimensions in meters). 

 

Loading Pattern 
 

Figure 3 shows the load pattern applied in the test. This 
load pattern was selected to represent slow traffic, which is 
reflective of traffic intersections, toll stations and slow-
speed roads. This was selected because slow traffic has the 
tendency to cause the highest rutting potential for asphalt 
pavement, thereby accelerating damage. The duration of the 
loading cycle was one second, which consisted of 

0.2 second of a constant load of 0.5 tons  
0.3 second of loading from 0.5 ton to 10 tons  
0.3 second of unloading from 10 tons to 0.5 tons  
0.2 second of a constant load of 0.5 tons  

The loading cycle was applied on the sample for 30,000 
cycles.  

a) Actuator and LVDT. 

b) Complete test setup. 

 
Figure 2. Full-scale test setup. 

Figure 3. Load pattern. 
 

The applied maximum load of 10 tons (98kN) was     
converted to equivalent single axle loads (ESALs) using the 
ESAL equivalency table presented in the Egyptian Code of 
Practice (Housing and Building Research Center, 2008; 
AASHTO, 1995). The single tire pressure of 98kN was 
equivalent to an axle load of 196kN. Using the equivalency 
table, each load repetition would have had damage equiva-
lent to 36 ESALs. The test was continued up to 30,000  
cycles, which means that the maximum ESALs applied 
throughout the test was equivalent to 1,080,000 for each of 
the test setups. The new Egyptian administrative capital is 
located east of Cairo, Egypt, where the mean annual air 
temperature (MAAT) is 21.54°C. In this area, the pavement 
is never exposed to freeze/thaw cycles. The weather is   
generally dry in that area, with an average annual rainfall of 
48 mm. During the experiment, the laboratory temperature 
was set to the MAAT in order to ensure that the pavement 
would be exposed to the average temperature in the field. 



——————————————————————————————————————————————–———— 

 

According to previous research, a loading area size of 
0.31 x 0.20m was used to simulate the tire loading imprint, 
which was selected based on previous research (Breakah & 
Williams, 2015). A steel plate with these dimensions was 
attached to the machine actuator. Furthermore, rubber was 
placed in the interface between the plate and the asphalt 
layer to provide a realistic contact surface. Figure 4 shows 
the locations of the ten pressure gauges that were inserted 
inside the samples. These pressure gauges were used to 
study the stress differences in stress distribution between in 
different locations and across the two test setups (i.e., with 
and without geogrids). The pressure gauges were labelled 
P1 to P10. All of the gauges were placed vertically except 
P1 and P8, which were placed laterally in order to measure 
lateral pressures. 
 

Results 
 

The response of the sample due to the applied loading 
followed the expected pattern. Figure 5 shows a sample of 
the deformation versus cycle. The deformation had resilient 
and residual components. The residual component was used 
to calculate rutting accumulation with cycles. Significant 
rutting occurred in both samples. The control section’s total 
rutting deformation was 7.3 cm, while the reinforced     
section’s was 5.2 cm. Figure 6 presents the shape of the 
surface of the asphalt layer at the end of the test. When the 
results of the two models were compared, it was discovered 
that the sample with geogrids began to show considerable 
rutting at cycle number 10,000 (360,000 ESALs). The  
sample without the geogrid, on the other hand, began to 
acquire considerable rutting after about 1000 cycles (36,000 
ESALs). 

Figure 4. Pressure gauge locations (Elevation). 
 

After removing the asphalt layer and inspecting the mod-
el without geogrids, an evident deformation in the base lay-
er was discovered. This could have been due to the exten-
sive rutting that occurred, which caused the stresses to be 
carried by the base layer rather than the asphalt layer. The 
asphalt layer and the geogrids, on the other hand, carried all 

the stresses in the sample with geogrids, as evidenced by 
the absence of deformation in the base layer after the as-
phalt layer was removed. This showed that the use of ge-
ogrids supported the asphalt layer and led to better stress 
distribution in the granular layers. 

Figure 5. Graph of deformation versus time. 

a) Without geogrids.  

b) With geogrids.  
 
Figure 6. Sample surface at the end of the test. 
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Residual Stresses in the Unbound Layers 
 

The results from the ten pressure gauges installed in the 
different locations were analyzed. Figure 7 presents a    
sample of the results. The trend shown in this figure was 
followed by all the sensors placed under the actuator. These 
four sensors, P2, P4, P6, and P7, which were located direct-
ly under the applied load, showed an increase in the stresses 
after geogrid placement. The remaining sensors showed 
reduction in the stresses. To better analyze the trends, only 
the first 1000 cycles will be discussed in order to provide 
better visualization. All of the pressure gauges placed at the 
center of the sample (under the point of load application), 
namely P2, P4, P6, and P7, followed the same trend. In 
these locations, the stresses developed in the case of      
geogrid reinforcement were higher than the control sample. 
Figure 8 shows the results from gauge P2, which can be 
used to illustrate the trend. 

Figure 7. Sample results for the residual stresses.  

Figure 8. Results of gauge P2. 

 
Gauges P1 and P3 were placed at the interface between 

the subgrade and base layers. They were also placed at the 
same distance from the applied load. Figures 9 and 10 illus-
trate that, during the first few cycles, slightly higher stresses 
were developed in the case of geogrid reinforcement.    

Subsequently, there was a significant increase in the stress-
es developed by the control sample. It can also be seen that 
the lateral stresses developed were about ten times higher 
than the vertical stresses; this could have been due to the 
confinement in the lateral direction. 

Figure 9. Results of gauge P1, measuring lateral stresses at the 
subgrade/base interface. 

Figure 10. Results of gauge P3, measuring vertical stresses at the 
subgrade/base interface. 
 

Figures 11 and 12 display the results of all the pressure 
gauges for the control and the geogrid reinforced samples, 
respectively. The highest value of stress was found at gauge 
P6, in the case of geogrid reinforcement. This sensor was 
the one placed at the interface of the asphalt concrete and 
base at the center of the sample. The increase in stress 
could have been due to the redistribution of stresses in the 
sample due to the presence of geogrids. In order to further 
study the change caused by the use of geogrid reinforce-
ment, the average change in stress due to the presence of 
geogrids was analyzed. From the results presented in Table 
6, it can be concluded that the pressure gauges placed at the 
center of the model were the ones that were subjected to an 
increase in stresses with the introduction of geogrid       
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reinforcement. It can be also seen that the further the sensor 
is placed from the center of the model, the higher the reduc-
tion in stresses that occur as a result of the introduction of 
geogrid reinforcement. 

Figure 11. Results of all gauges placed in the control sample. 

Figure 12. Results of all gauges placed in the geogrid reinforced 
sample. 
 

Design Considerations 
 

Based on the experimental work done in this study, there 
are some design considerations that need to be discussed. 
According to the literature, the position of geogrids has a 
major effect on their performance. In this current study, 
only one position was studied and the results showed a  
major enhancement in the rutting performance of the pave-
ment, but the other locations need to be tested. The stress in 
the soil increased immediately under the point of load   
application, but the general stresses outside of this location 
were reduced. Geogrids can work effectively with inclined 
slopes of base, because they are used for soil stabilization in 
several geotechnical applications. The effect of changing 
the load intensity needs to be analyzed, but it is expected 

that, with the change in the thickness of the pavement layer 
with the increased load, geogrid-reinforced pavement per-
formance will remain superior to that of non-reinforced 
pavements, as shown in this study and literature. Finally, 
due to the size of the openings of the geogrids mesh, the use 
of geogrids is not expected to have any effect on the drain-
age behavior of the pavement. 
 
Table 6. Average change in stresses. 

Conclusions 
 

From the results and analysis of this study, it can be   
concluded that the use of biaxial geogrids placed in the  
interface between the asphalt concrete layer and the base 
layer is effective in reducing the rutting potential of flexible 
pavements. Based on the conditions presented from this 
current study, the following can be concluded: 

• Less deformation occurred in the base layer when    
geogrids were used. 

• The use of geogrids delayed the occurrence of rutting in 
the studied pavement structure. 

• The stresses in the subgrade and base layers directly 
under the point of load application were higher with the 
use of geogrids. 

• Moving away from the load center, the stresses in the 
soil were reduced by the introduction of geogrids. 

• The size of the stress bulb generated in the soil due to 
the loading was reduced with the introduction of      
geogrids and the intensity of the stress at the center of 
the bulb was increased. 

• The authors recommend that different locations for the 
geogrid placement, different subgrades, different base 
layer strength, and different asphalt mixtures be      
studied. 

Pressure 
Gauge 

Change in Stress 
Due to Geogrid 

Type of Change 

P1 60.7% Decrease 

P2 50.5% Increase 

P3 51.7% Decrease 

P4 96.0% Increase 

P5 10.0% Decrease 

P6 50.9% Increase 

P7 32.7% Increase 

P8 77.2% Decrease 

P9 92.6% Decrease 

P10 48.0% Decrease 
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Figure 1. Optimum gas-lift  injection rate. 
 

“The quantity of the injected gas [into each well] at any 
point in time is considered as a critical variable; whereas a 
high injection rate does not necessarily increase total      
production and a low injected rate may result in a decrease 
in production rate” (Miresmaeili, Zoveidavianpoor, Jalilavi, 
Gerami & Rajabi, 2019). The optimal injection rate changes 
due to the well’s natural decline in production and condi-
tions within the reservoir. Surface compression facilities are 
used to produce the compressed gas, with each facility   
being connected to multiple wells, thereby creating a      
network of wells. The compressors’ capacity and availabil-
ity determine the total amount of gas that can be distributed 
to the wells in the network. Determining the optimal amount 
of gas to allocate to each well within a given network is 
accomplished through network modeling. A production 
engineer first determines the optimal rate for each well then 
puts that information into the network model. Figure 2 
shows how the network model determines the optimal rate 
for all wells within the network based on the total amount of 
gas that can be allocated.  

Figure 2. Optimal gas-lift  injection rates (marked with “stars”) for 
wells in a network. 

Abstract 
 

Gas-lift optimization is the process of determining the 
optimal injection rate for each well within a network      
supported by a central compression facility. This process is 
usually an open-loop process utilizing nodal analysis soft-
ware. In this paper, the authors present an advanced method 
that performs the optimization process automatically, utiliz-
ing new IIoT (Industrial Internet of Things) technology with 
edge devices. IIoT technology provides the ability to imple-
ment a closed-loop system by collecting data from multiple 
sources, running an advanced algorithm to determine the 
optimal injection rates, writing the setpoints to the well  
controllers, and analyzing the results using real-time data. A 
project was conducted on a central compression facility 
with six compressors supporting a network of 12 active gas-
lift wells. The wells were monitored for 94 days before and 
after the implementation of the new solution. Both quantita-
tive and qualitative research methods were used to deter-
mine the overall effectiveness of the closed-loop IIoT      
gas-lift optimization solution. Data collected proved the 
algorithm to be accurate, and the closed-loop optimization 
resulted in improved gas-lift optimization, increased       
production, as well as a 66% improvement in response time 
to upset conditions. Based on these findings, the authors 
recommend the implementation of a secure IIoT architec-
ture, expansion of IIoT solutions, and the development and 
implementation of a full IIoT support lifecycle. 
 

Introduction  

 
When a well is initially drilled, the reservoir pressure is 

adequate for moving the well’s products (oil, water, and 
gas) to the surface, enabling the well to flow naturally. As 
production continues, the natural reservoir pressure decreas-
es; consequently, various artificial lift methods need to be 
employed to maintain production. The gas-lift method, 
which is often the first method applied, works by injecting 
compressed gas into the wellbore. The gas decreases the 
hydrostatic pressure of the column of oil, enabling the lower 
reservoir pressure to produce the fluids. There is a series of 
valves that open and close, based on the tubing pressure and 
casing pressure through which the gas is injected. Each gas-
lift well, or often a group of wells, is controlled by a PLC 
(programmable logic controller), which contains setpoints to 
control the gas injection rates by adjusting an automated 
choke on the injection valve.  
 

A production engineer runs various well models to deter-
mine the appropriate injection rate for each well.  Figure 1 
shows that more gas does not necessarily mean increased 
production. 
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This process, referred to as an integrated process model 
(IPM), is typically performed whenever a new well test is 
available. The output of the process provides updated injec-
tion rates, which are entered remotely as recalibrated      
setpoints into each well’s controller (PLC).  

 
 

Industrial Internet of Things (IIoT) 
Technology 
 

Industrial control systems in the oil and gas industry typi-
cally consist of PLCs and HMIs (Human Machine Inter-
face). The PLCs are located throughout the field and are 
programmed using basic logic to control various types of 
equipment, such as valves and pumps. The HMIs collect the 
data from the PLCs and provide visualizations and alarm 
notifications to help the operators manage their wells and 
equipment. The PLCs and HMIs are usually deployed in an 
industrial control network, which requires a closed architec-
ture, allowing minimal outside access. Direct connection to 
other business networks and the internet is strictly prohibit-
ed. IIoT is a newer technology that utilizes edge devices in 
place of PLCs. The edge devices are small, low-cost      
computers capable of making complex calculations. They 
can be programmed to perform the same type of control 
functions as the PLCs but with the added ability to run ad-
vanced analytics. Because the edge devices communicate to 
the cloud, they present security concerns as an inherent 
function of their design. A new security architecture is   
required to ensure that IIoT technology meets the security 
requirements of the industrial control network. 
 

Literature Review 
Gas-lift Optimization Research 

 
Numerous studies have been published on the topic of  

gas-lift optimization. Some publications concentrate on the 
gas-lift process itself, while others attempt to find the most 
efficient way to optimize the full integrated network while 
applying gas-lift capacity constraints. For example, various 
methods of gas-lift optimization range from a simple single-
well nodal analysis to a very complex full-scale integrated 
modeling approach (Rashid, Bailey & Couët, 2012; Rashid 
et al., 2012). The limitations of each method are discussed, 
as well as the data requirements for each process. The inte-
grated model technique is recommended, because it can 
account for the numerous constraints encountered in an  
actual production environment. This recommendation vali-
dates the decision to use the IPM optimization method in 
this current project. 

 
A simple gas-lift algorithm was tested by Fandi (2015) to 

determine its accuracy, when compared to the Equal Slope 
allocation method established by Kanu, Mach, and Brown 
(1981) as a reliable allocation method. The advantage of the 
simple algorithm is that it requires only a few data elements 
and can be calculated quickly. In contrast, the Equal Slope 

allocation method requires much more data and involves a 
lengthy procedure. A simulation using six wells was       
conducted using both methods. The results showed that the 
two approaches produced similar results. This study’s find-
ing is significant because the algorithm tested is comparable 
to the one used in this current project. In addition, the algo-
rithm used in this current project included several additional 
data elements, so it should prove equally, if not more, effec-
tive. 

 
A study of a nonlinear predictive model process control 

(NPMC) method of gas-lift optimization was published in 
the Journal of Process Control (Diehl et al., 2018). The 
study utilized simulators for both the reservoir and the   
surface network and focused on analyzing a single well. The 
results of the study—that is, the ability to stabilize the 
well—showed an increase in production using a predictive 
model solution. “The gains verified in this work reached 
around 45%, which corroborates with the order of magni-
tude expected in some research papers” (Diehl et al., 2018). 
The algorithm used in this current project was not as sophis-
ticated as a NPMC, but it incorporated the same concept 
through real-time optimization and, therefore, was expected 
to produce similar results. 
 

IoT 
 

IoT technology has been used for years in other industries 
but is relatively new to the oil and gas industry. Although 
some papers have been published that describe IoT technol-
ogy within this industry (Irons-Mclean & Greengrass, 
2016), it is not yet recognized as a trusted alternative to  
legacy automation systems. A systematic review of IoT in 
the oil and gas industry was published in the JIoT 
(Wanasinghe, Gosine, James, Mann, De Silva & Warrian, 
2020). providing an evaluation of the application, impact, 
challenges, and opportunities of this technology within the 
industry. The assessment gathered data from 66 articles 
dealing with IoT in the oil and gas industry to develop its 
final report. The report shows that this technology’s primary 
application within the oil and gas industry is for automation 
and control, personnel tracking, collaboration and digital 
twin, and supply chain fleet management.  

 
The impact this technology provides is “a paradigm shift 

in the entire industrial and social status quo” (Wanasinghe 
et al., 2020). The challenges include cybersecurity issues, 
the lack of intrinsically safe devices, and interoperability 
with other systems. This current project has overcome these 
challenges by    implementing an approved security archi-
tecture, eliminating the need for intrinsically safe device by 
placing the edge device away from the wells, and develop-
ing a specific user interface for the application. The oppor-
tunities offer a means to potentially reduce capital and oper-
ations expenditures while advancing technology in health, 
environment, and safety. The report quotes Mahdavi (2017) 
as saying, “with the right IoT infrastructure, we can achieve 
integrated management of the reservoir, well, and surface 
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facilities, enabling end-to-end optimization with a much 
more economic value proposition compared to the status 
quo.” The benefits of using an edge device to implement a 
closed-loop solution are discussed in a case study that    
included the analysis of 41 process variables associated with 
11 manipulated variables through a feedback loop (Luo, 
Zhao & Yin, 2018). In that study, the proposed edge archi-
tecture was applied to the TE benchmark process, which 
was described in a study by Bathelt, Ricker & Jelali (2015). 
The study concluded that an IoT architecture functions well 
in a large-scale industrial process used for monitoring and 
controlling. It showed that this architecture eliminates 
online processing and reduces communication data usage. 
This study also validated the use of edge technology versus 
cloud computing. 
 

Project Overview 
 

Determining the optimal injection rate for a gas-lift well 
is critical to maximizing the well’s production. It is particu-
larly important when upset conditions occur, such as the 
loss of a compressor. When a compressor failure occurs, the 
total amount of available gas that can be distributed to the 
wells decreases. If the well setpoints are not updated, the 
wells closest to the facility will consume all the gas, causing 
the more distant wells to stop producing. This scenario can 
cause significant production losses, especially if the wells 
farthest from the compression facility are higher producing 
wells. Consequently, when upset conditions occur, models 
are run to determine the appropriate injection rate for each 
well, accounting for the decrease in available gas, and prior-
ity is given to the better wells. In an open-loop process, this 
is a manual process that, subsequently, causes a delay in 
network optimization. Operating when the network is not 
fully optimized results in lower production volumes and 
decreased revenue. In this current project, the authors     
explored the capabilities of utilizing new IIoT technology 
with edge devices to demonstrate the benefits of a closed-
loop gas-lift optimization system. The solution tested the 
ability to run an algorithm on an edge device that calculated 
the optimal injection rate for each well. A closed-loop    
system was created by developing a scenario in which the 
edge device would automatically download recalibrated 
setpoints to the well controllers. 

 
The findings from Kanu et al. (1981) were significant 

because the algorithm tested was comparable to the one 
used in this current project. In addition, the algorithm used 
in the project included several additional data elements, so it 
should prove equally, if not more, effective. Real-time data 
from the wells, compression facility, and production       
network were provided as inputs to the algorithm. The over-
all project objectives were: 

1. Implement an advanced algorithm that would auto-
matically determine the optimum allocation of lift 
gas for a network of wells. 

2. Automatically send the optimum gas-lift setpoints to 
the well controllers. 

3. Demonstrate the benefits of a closed-loop optimiza-
tion engine. 

4. Prove the capabilities of IIoT technology. 
5. Establish a secure IIoT architecture within an indus-

trial control network. 
 

The project was conducted on a central compression facil-
ity with six compressors supporting a network of 12 active 
gas-lift wells. The wells were monitored for 94 days before 
and after the implementation of the new solution. The site 
selected for this project offered a reduced risk compared to 
other sites in the area, because excess compression was 
available at this site. Producing more gas than is needed 
decreases the impact of a compressor outage. The injection 
setpoints would not vary widely under normal operations 
with excess lift gas; therefore, error deviations would be 
less impactful. 

 
The benefits of this project include reduced workforce 

requirements, increased production volumes, and the oppor-
tunity to test the applicability of IIoT technology within an 
oil and gas industrial control network. Currently, engineers 
use various commercial applications to perform gas-lift  
network optimization, which requires intensive resources to 
maintain configurations and run the well models. The closed
-loop solution automatically calculates the optimal setpoints 
and downloads the setpoints to the well controllers without 
human intervention. This programmed approach reduced the 
workforce requirements needed to perform gas-lift optimi-
zation. In addition, this advanced control resulted in faster 
field optimization and increased production by efficiently 
utilizing the existing gas injection capacity and quickly  
adjusting to disturbances. Implementing this solution on an 
edge device also proved the viability of IIoT technology, 
which expands the system’s ability to perform real-time 
advanced process control.  

 
Limited research has been done on true closed-loop      

gas-lift optimization, although it has been recommended 
over open-loop control (Jing, Errouissi, Al-Durra & Boiko, 
2015). One study, conducted by Ni, Ren, and Mao (2012), 
demonstrated the results of a closed-loop solution using a 
sequenced-based automation controller. A dynamical simu-
lator was used to illustrate the general gas-lift principles, 
and a transient multiphase pipe flow simulator was used to 
represent the network model. “Around 20-40% of produc-
tion loss is observed due to gas-lift instability for typical 
well settings in our simulations” (Ni et al., 2012), The study 
showed that the closed-loop solution increased production 
due the ability to stabilize the wells. 
 

Methodology 
 

Both quantitative and qualitative research methods were 
used to determine the overall effectiveness of the closed-
loop IIoT gas-lift optimization solution. Case study qualita-
tive research methods were used to examine the changes in 
manpower requirements between the current manual      
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process and the new closed-loop solution. Participants    
included the production engineers that supported the field in 
which the solution was deployed. The participants were 
asked to document the amount of time they spent perform-
ing the network optimization prior to implementing the new 
closed-loop solution. They were asked to document the 
same data after the implementation. Descriptive quantitative 
research methods were conducted using real-time data from 
the wells and compression facility. Quantitative data were 
used to achieve the following objectives. 

1. Validate the accuracy of the algorithm’s computa-
tions. 

2. Measure the overall effect of a closed-loop gas-lift 
optimization solution. 

3. Test the security of the IIoT architecture. 
 

A generic edge device was used to automatically calculate 
the optimal injection rate for each well. Various containers 
were deployed on the edge device to perform the needed 
functions. The containers were developed in an Azure IoT 
hub in the cloud and downloaded to the edge device. A 
Modbus container acquired the real-time data from PLCs. A 
Python container ran the algorithm. A SQL container stored 
the inputs and outputs.  

 
A data historian was used to capture all the research data 

during the project’s implementation phase. User interfaces 
were developed to visualize and analyze the data. The IIoT 
edge device communicated directly with the PLCs to obtain 
real-time data through a fiber-optic network. Well test data, 
used to calculate the well models, were sent from the busi-
ness network to an Azure database in the cloud and then to 
the edge device through a cellular connection. The edge 
device calculated and downloaded new injection rates for 
each well every 15 minutes. Each time the algorithm ran, 
the inputs and outputs were logged in an SQL database in 
the edge device for onsite analysis and were collected by a 
data historian over an Ethernet IP-Radio communication 
network directly from the PLCs. Data obtained before the 
implementation of the closed-loop system were compared to 
the same data after the implementation. The data sets used 
in the analysis included the following. 

• Before Closed-Loop Gas-lift Optimization – Data 
from October 3, 2020, to January 4, 2021. 

• After Closed-Loop Gas-lift Optimization – Data from 
January 5, 2021, to April 8, 2021. 

 
The closed-loop system was implemented on Jan 4, 2021; 

therefore, the production data from Jan 5, 2021, represented 
the system in full operation.  

 

Project Results 
 

During the test phase of the project, it was important to 
validate the new algorithm’s accuracy. To confirm that the 
injection rate setpoints generated by the algorithm were 
valid, the program was run in test mode for several weeks. 
During this test mode, the algorithm ran every hour using 

real-time data obtained from the PLCs and well models. The 
algorithm ran exactly as it would in production, except the 
injection rate setpoints were written to an SQL database 
rather than to the well PLCs. The production engineers  
continued to generate the well and network models manual-
ly, producing the recalibrated setpoints. The production 
engineers compared the manually generated setpoints to 
those generated by the new algorithm. Initially, slight varia-
tions were observed, which necessitated adjustments to im-
prove the algorithm’s accuracy. Once the accuracy was vali-
dated to the production engineers’ confidence level, the new 
closed-loop optimization solution was put into production. 
 

One of the primary objectives of the closed-loop solution 
was to automatically detect and respond to compressor 
down events. This objective aimed to detect compressor 
outages, calculate new optimized injection rates for each 
well based on the reduced gas capacity, and automatically 
download the recalibrated setpoints to each well. An upset 
condition was defined as a rate or pressure PV (Present  
Value) of zero for any of the compressors in the central 
compression facility. The condition had to be detected in 
two concurrent runs of the algorithm to be considered valid. 
This constraint was implemented to eliminate bad data. A 
user interface was developed to help the production engi-
neers verify compressor events and verify that recalibrated 
setpoints were being downloaded to the wells. Numerous 
compressor down events occurred during the project and 
recalibrated setpoints were downloaded to the wells during 
this same timeframe. This result validated the algorithm’s 
ability to detect and respond to compressor down events. 
 

To achieve improved optimization in a gas-lift system, 
proper utilization of the available gas is crucial. In Figure 7, 
the amount of available gas for injection is represented by 
the purple line. The total gas being injected is represented 
by the green line. 

Figure 4. Gas-lift  utilization graph. 
 

Before the closed-loop system was implemented, the 
available gas was ~21,540 mcf and the total gas being    
injected was ~16,150 mcf, resulting in a 79% utilization 
rate. After the closed-loop system was in production, the 
total available gas was ~20,133 mcf and the total gas being 
injected was ~18,494, resulting in a 92% utilization rate. 
From this project, the authors confirmed that automatically 
adjusting the injection rate setpoints through a closed-loop 
system improved overall gas utilization.  
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Another metric used to determine the closed-loop       
system’s success was the response time to upset conditions 
such as compressor outages. During an outage, the amount 
of available gas is constrained, thereby decreasing produc-
tion until the recalibrated setpoints are downloaded to the 
well PLCs. For purposes of this analysis, response time was 
defined as the difference between the time the compressor 
down event was captured in the data historian and the time 
all of the recalibrated setpoints were downloaded. The    
response time for the manual process, before the closed-
loop system was implemented, was 59 minutes. The       
response time with the automated solution was 20 minutes. 
This result proved that the closed-loop optimization resulted 
in a 66% improvement in response time.  
 

The closed-loop system was designed to provide a much 
less manpower-intensive solution than the previous manual 
processes. To calculate the time difference, customer inter-
views were conducted. The production engineers were 
asked to provide time estimates of their process before and 
after the new solution was implemented. Figure 5 shows the 
four steps that made up the manual process. 

Figure 5. Manual gas-lift  optimization process. 
 

The closed-loop solution performed all the steps automat-
ically, so the only time spent was for data validation. The 
overall time savings, for the 12 wells included in the      
project, equaled 34 hours per month. An increase in overall 
production determined the ultimate success of the closed-
loop system. The original estimate was an increase of     
between 0.5% and 1%. The data used to analyze this infor-
mation was the sum of the well tests (oil measurement) for 
the wells included in this project. Figures 6(a-b) show that 
the data were analyzed in two time periods: before the 
closed-loop system was implemented and after it was imple-
mented.  

 
The difference in the trend before the system was imple-

mented was calculated by subtracting the ending oil volume, 
5217 BOPD (barrel of oil per day) from the beginning oil 
volume, 6610 BOPD. The result was a -1392 BOPD differ-
ence, which equaled a 21% decrease for this period. The 
same method was used for the trend after the system was 
implemented, subtracting the ending oil volume of 4085 
BOPD from the beginning oil volume of 5113 BOPD. The 
result was a -1027 BOPD difference, which equaled a 20% 

decrease for this period. Subtracting the ending decrease 
from the beginning decrease showed a resulting increase of 
1%. Figure 7 combines all of this information into a single 
graph for easier comparison.  

a) Before the closed-loop system was implemented. 

b) After the closed-loop system was implemented. 

 
Figure 6. Comparison of production volumes. 

Figure 7. Total production comparison. 
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In order to determine the actual impact of the gas-lift opti-
mization solution, the expected production trend for the 
wells had to be examined. The wells included in this project 
were horizontal shale wells that had a high rate of decline. 
Figure 8 shows the production trend plotted for all twelve 
wells (in green) against the expected decline curve for wells 
in this reservoir (in black). The system used to capture this 
data only contained production information for 365 days, 
but the wells in this study were between 450 and 550 days 
old, as indicated by the area in Figure 8 enclosed by an oval. 

Figure 8. Rate of decline. 
 

As the information shows, the rate of decline decreased 
throughout the life of the well. Based on analysis of this 
data, the expected decline should have been 0.5% higher 
during the period after the solution was implemented, com-
pared to the same period before. The results of the study 
showed a 1% change; therefore, 0.5% could be contributed 
to the implementation of the closed-loop solution. The pri-
mary concern for implementing an IIoT solution within a 
process control network was the system’s security. The pro-
cess control network’s security architecture requires separa-
tion from the business network and complete isolation from 
the internet. Introducing a device that communicates direct-
ly to the cloud broke this security model.  
 

Figure 9 shows that an IIoT architecture was initially de-
veloped using an IoT private cloud that communicated to 
the business network, the industrial control network, and the 
edge device. The use of a private cloud provided increased 
security over a public cloud; however, it did not meet the 
security requirements that the three networks be completely 
separate. Figure 10 shows that, in order to achieve complete 
separation, an IoT DMZ was implemented. To test the secu-
rity of this architecture, penetration tests into the IIoT de-
vice were performed. The penetration testing was performed 
with an open-source application called Ubuntu. The follow-
ing functions were run with this application. 

1. Execute vulnerabilities assessment tasks. 
2. Identify online devices in a network. 
3. Collect information of targeted devices 
4. Expose the attacks against targeted devices. 

The results of the tests confirmed that there were no    
vulnerabilities or exposures to the IIoT edge device.  
 

Conclusions and Recommendations 
 

This project achieved all the stated objectives. It offered a 
unique opportunity to concurrently test several value propo-
sitions during normal production operations with minimal 
risks. The IIoT technology provided a platform to test the 
new gas-lift algorithm within a closed-loop system, thus 
supplying a continuous process for automatic injection rate 
calculations and updates. The data showed that the algo-
rithm resulted in improved gas-lift optimization and       
increased production, which is significant beyond this    
project for several reasons. 

1. This project was conducted using 12 wells that were 
toward the bottom of their decline curve. The results 
of this project could be amplified by implementation 
on newly drilled wells with high production volumes 
and in fields with larger gas-lift networks.  

2. Many field operation processes in the oil and gas 
industry are still manual. Optimization can be 
achieved by expanding IIoT closed-loop solutions to 
these processes. 

3. The IIoT platform delivers technology that can be 
used to implement other solutions quickly. 

Figure 9. IIoT initial architecture. 

Figure 10. IIoT  final architecture. 
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Recommendations 
 

The most critical component in implementing IIoT tech-
nology is the full implementation of a secure IIoT architec-
ture. The environment should be approved by the corporate 
cybersecurity team. The final architecture needs to include 
the following components. 

1. Device certification provides a method for certifica-
tion of newly installed devices. 

2. Azure Active Directory for Identity Access Manage-
ment provides a means to ensure that only authenti-
cated users have access. 

3. Production Azure environment with backup and DR 
solutions provides a secure and reliable cloud archi-
tecture to support IIoT devices deployed in the field. 

4. Cybersecurity testing and audits ensures that the IIoT 
does not introduce new security threats. 

5. Implement an edge device management solution to 
provide capabilities for monitoring the health of   
deployed edge devices. 

6. Network segmentation extends the corporate security 
architecture to the cloud environment. 

 
Another recommendation includes the continued develop-

ment of IIoT solutions. This project proved that IIoT tech-
nology is a viable solution for industrial control in the oil 
and gas industry. Gas-lift optimization is only one applica-
tion. This technology can be applied to numerous other situ-
ations. One operational area that could be greatly impacted 
is the deployment of such a solution at central production 
facilities. An IIoT device could be programmed to control 
the amount of fluid in and out of the facility, which would 
optimize operations. Wells could be slowed down to man-
age facility constraints, which would eliminate large-scale 
shutdowns. Another option for an IIoT implementation is 
the replacement of well controllers. Many artificial lift 
methods require expensive proprietary controllers, which 
could be replaced with lower-cost edge devices. 
 

The final recommendation is to develop and implement a 
full IIoT support lifecycle. IIoT technology presents unique 
challenges, because it requires very tight integration       
between Operation Technology (OT) and Information Tech-
nology (IT). Many other factors must be considered, such as 
cybersecurity, network architecture, data management, field 
technician support, etc. Processes need to be defined, and 
roles and responsibilities need to be assigned before the 
deployment of the edge devices can be fully supported. The 
following support functions need to be considered. 

• Procurement 
• Device commissioning 
• Device Monitoring and Maintenance 
• User Interface (UI) Development 
• New Technology  
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Abstract 
 

Demand for multi-mobile robot systems has grown     
substantially for manufacturing production and supply chain 
logistics. Amazon warehouses, for example, have more than 
200,000 mobile robots moving millions of different prod-
ucts for their picking and packing processes, since fast   
delivery has become Amazon’s key competitiveness against 
other retailers. Thus, having a workforce well-versed in the 
technology behind multiple mobile robot control systems is 
essential in many industries. While commercial systems are 
available on the market, multi-mobile robot control systems 
are too complex and costly for classroom learning. In this 
study, an ESP-SQL Bot system was developed specifically 
for classroom settings. This system was intended to be   
simple to construct and control at a reasonable cost. The 
system employed an SQL database server as a command 
center that stored a sequence of instructions for controlling 
robots. An ESP8266 module on each robot was used as a 
cost-effective microcontroller for retrieving instructions 
from the database server over a Wi-Fi network and utilized 
the instructions to operate the robot. A visualization tool, 
such as ROS Visualization or RViz, was used for tracking 
multiple mobile robots in a virtual space. The system devel-
oped in this study can be used to assist educators, including 
engineering-technology and technology instructors, in creat-
ing such a system for classroom teaching, while also allow-
ing students to develop more complex control systems. 
 

Introduction 
 

A mobile robot is a robot equipped with motorized wheels 
or legs that allow it to move in a given environment. This 
type of robot has been utilized in various applications to aid 
human operations ranging from industrial processes,      
surveillance, and exploration to household cleaning tasks. 
The key advantages of a mobile robot are the unit’s flexibil-
ity and mobility. Mobile robots can also be equipped with a 
variety of sensors to detect or monitor their surroundings.   
A group of mobile robots is often utilized to perform prede-
fined tasks, because multiple robots yield better efficiency 
than a single robot. For instance, the amount of time to  
complete warehouse operation tasks—such as transferring 
materials from one area to another—can be reduced dramat-
ically by increasing the number of robots in the process, 
leading to an improvement in production cycle time (an 
actual throughput). Amazon, one of the largest online          
e-commerce companies, has implemented a warehouse mo-
bile robot system for order picking in its distribution centers 
to help workers process more than 10,000 daily online   
orders (Li & Liu, 2016).  

With such mobile robot systems, the overall efficiency of 
Amazon’s warehouse has improved by at least 3.5 times 
over its traditional picking process (Li & Liu, 2016). Due to 
its benefits and wide utilization, the multiple mobile robot is 
an interesting and exciting subject for students in applied 
engineering and technology-related fields. Providing the 
opportunity to learn this technology in the classroom not 
only helps students develop essential  robotics skills, but 
also supports their attention to and     engagement with 
classroom lessons. However, teaching the technology be-
hind multiple mobile robot systems can be challenging, due 
to the cost of commercial robots and the complexity of their 
control systems. Thus, the author or this study aimed to de-
velop a simpler and more comprehensible approach that 
could be easily adopted for teaching this   subject to stu-
dents in robotics classrooms. The proposed ESP-SQL Bot 
system focused on the following considerations: (a) simple 
construction and maintenance, (b) a simple control system, 
(c) expandability, and (d) reasonable cost. The proposed 
system in this study employed an ESP8266 Wi-Fi module as 
a microcontroller for an individual robot. Each robot re-
ceived a series of instructions from a database server that 
was broadcast over a Wi-Fi network. 
 

The ESP8266 module was an inexpensive microcontroller 
that integrated TCP/IP protocol for accessing a Wi-Fi     
network. Similar to an Arduino pin interface (Mehta, 2015; 
Parihar, 2019), the ESP8266 module has GPIO (general-
purpose input/output) pins that can communicate with or 
control other electronic devices, such as LEDs, sensors, 
motor controllers, and displays. The ESP8266 has played a 
significant role in expanding the Internet of Things (IoT) 
platform in various applications, including robotics. There 
have been several notable examples of implementing     
ESP8266 or IoT platforms in robotics research. Zaini, Zaini, 
Latip, and Hamzah (2016) presented an IoT platform     
concept by equipping an RC car with a Raspberry Pi, a  
single-board computer, that was remotely driven by a user 
through a Wi-Fi network. The control interface was devel-
oped in a web browser that allowed the user to operate the 
car while viewing the live video feed from the camera    
attached to the car.  

 
Another example of IoT-based surveillance robots is the 

InterBot 1.0 (Nayyar, Puri, Nguyen & Le, 2018). This robot 
utilized the ESP8266 module to transfer real-time data from 
sensors such as humidity, temperature, gas, and accelerome-
ter over the internet. The data were then plotted and ana-
lyzed on an IoT web-based service, ThingSpeak.com 
(ThingSpeak for IoT Projects, n.d.). Similarly, an IoT robot 
designed for landmine detection used an Arduino microcon-
troller to capture sensor information and an ESP8266 to 
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enable a control interface on a smartphone through a cloud 
server platform (Ashokkumar & Thirumurugan, 2018). In 
addition, Uddin (2020) proposed a low-cost Wi-Fi robot to 
teach students about the robotics system and IoT platform. 
This robot utilized an ESP8266 to establish communication 
between the robot and a smartphone through a Wi-Fi      
network. Users were able to control the robot manually us-
ing a smartphone application. The author of this current 
study was inspired by these IoT robots. The proposed     
ESP-SQL Bot was equipped with an ESP8266 module for 
controlling the robot through a Wi-Fi network. However, 
manual control using an IoT platform such as web browsers 
or smartphone interfaces was inefficient for operating multi-
ple robots simultaneously. Thus, different control methods 
were required for multi-mobile robot systems. 
 

Control methods for multi-mobile robots can be classified 
into local and global approaches (Issa & Rashid, 2019). The 
local approach utilizes proximity data from sensors such as 
radars, lidars, sonars, ultrasonic sensors, or cameras. While 
this approach may not need to specify a target destination, it 
involves sensing the surrounding environment and develop-
ing short-term paths for specific purposes, including gener-
ating maps, avoiding obstacles, or maintaining group for-
mations. On the other hand, the global approach requires 
either known start and end locations or a complete map of 
the environment for path planning to reach the target. Sever-
al researchers did studies that combined local and global 
approaches for multi-mobile robot systems. For instance, 
Gao, Xin, Cheng, Liu, and Li (2018) proposed a multi-
mobile robot navigation system for logistics using a simul-
taneous localization and mapping (SLAM) algorithm to 
create a 2D map of the environment. Then, Anytime Repair-
ing A* (ARA*) and dynamic window approach (DWA) 
algorithms were used to find an optimal path from the start-
ing location to the target destination.  

 
Islami, Nurmaini, and Satria (2022) also proposed a multi

-mobile robot control system using particle swarm optimiza-
tion (PSO) and fuzzy logic algorithms for seeking target 
location and performing obstacle avoidance. Other path 
planning algorithms for controlling multi-mobile robots—
such as genetic algorithm (GA), ant colony optimization 
(ACO), and simulated annealing (SA)—were reviewed by 
Zhang, Lin, and Chen  (2018), Rubio, Valero, and Llopis-
Albert (2019), and Zghair and Al-Araji (2021). These exist-
ing algorithms may be suitable for advanced topics in robot-
ics, but they can be too complex for demonstration in the 
classroom. For this current study, the author employed only 
the global approach by assuming that the map and locations 
of the robots were analogous to the real-world scenario, 
where the robots are used in industrial warehouses or manu-
facturing facilities. The proposed system utilized an SQL 
database server to store and distribute the sequence of    
instructions for multiple robot operations. In this paper, the 
author describes the design of the ESP-SQL Bot—including 
hardware specifications for classroom implementation—the 
framework of the control system for the multi-mobile robot 

using the SQL database server, the implementation of the 
robot operating system (ROS) and a visualization tool 
named Rviz (ROS Visualization) for tracking the positions 
of robots in an operating environment, and provides exam-
ples of adopting the ESP-SQL Bot for classroom learning. 
 

Robot Design 
 

The design of the ESP-SQL Bot aimed at simplicity and 
maintainability. Table 1 lists the basic components and their 
approximate costs. 
 
Table 1. Robot components and costs. 

Figure 1 shows an assembly platform that consists of two 
3D-printed plates, two rubber wheels, and a metal wheel 
caster. The ESP8266 module was aligned and inserted into a 
socket on the motor shield attached to the robot’s top plate. 
Two micro-geared motors were connected to the shield. The 
encoders of the motors were connected to the I/O pins of the 
shield. Two rechargeable Lithium-ion 18650 batteries were 
used to supply 7.4 DCV to the shield. All components were 
easy to access, repair, and replace, if needed. Figure 2 illus-
trates the framework of the control system. The relational 
database, MySQL, was a database server serving as a com-
mand center that stored a series of instructions to control 
each robot. Users could add to and manipulate the instruc-
tions in the database. The “deploy” table in Figure 3 shows 
how the instructions were stored in a tabular format consist-
ing of columns and rows. 

        (a) Robot assembly.                        (b) Multi-robots. 
 
Figure 1. Design of the ESP-SQL Bot. 
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Component Cost (in US dollars) 

ESP8266 (NodeMCU ESP -12) $7 

Motor shield $6 

Three-wheel robot platform $8 

Micro-geared motors with encoders $16 

Batteries (rechargeable Li-ion 18650) $15 

Total: $52 
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Control System 

Figure 2. Framework of the ESP-SQL Bot system. 

(a) Deploy table structure.    

(b) Deploy table data. 
 
Figure 3. Deploy table in MySQL database that contains the robot 
ID, start t ime, end time, linear velocity, and angular velocity  
columns. 
 

Each record contains the robot ID, start time, end time, 
linear velocity (in meters per second), and angular velocity 
(in radians per second). The robot retrieved the instruction 
records using a hypertext transfer protocol (HTTP) request. 
The HTTP is a transfer protocol for requesting and retriev-

ing information from the server (Tukade & Banakar, 2018). 
This protocol was chosen for the current study because of 
its simplicity. However, this protocol may cause a delay in 
transactions. The delay scale depends on several factors, 
including payloads, the number of devices (robots), and 
system bandwidth. The impact of delay can be significant 
for applications requiring large payloads or a vast number of 
devices. Thus, other protocols, such as message queuing 
telemetry transport protocol (MQTT), constrained applica-
tion protocol (CoAP), and advanced message queuing    
protocol (AMQP) might be better alternatives (Naik, 2017; 
Al-Masri, Kalyanam, Batts, Kim, Singh, Vo & Yan, 2020). 
Fortunately, the impact of delay using HTTP in this current 
study was minimal, due to small payloads and the number 
of devices given sufficient bandwidth. 
 

The robot code run on the ESP8266 module consisted of 
three main functions: (1) establishing a Wi-Fi connection, 
(2) retrieving instructions from the database, and (3) execut-
ing instructions to control the robot. The ESP8266 module 
had a built-in Wi-Fi feature that could connect to a 2.4 GHz 
network. Figure 4 shows how the first part of the code    
allowed the module to establish a connection with the    
network. Once the connection was established, a different 
IP address was assigned to each robot. 

Figure 4. Code for establishing a Wi-Fi connection for the 
ESP8266 module. 

 
The second part of the robot code allowed the ESP8266 

module to retrieve instruction records from the MySQL 
database using an HTTP request. The code would send the 
request to the database server with the robot ID for verifica-
tion every 50 milliseconds. The server then responded to the 
request with information for that specific robot ID. Figure 5 
illustrated the code on the ESP8266 module (client) and the 
PHP code on the server. In the robot code, the robot ID was 
used for authentication when sending the request over Wi-Fi 
to the SQL server. The server then used this ID in the query 
to acquire information that would be sent back to the robot. 
Supposedly, the current time was within the start time and 
end time in the Deploy table. The robot would receive the 
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response that contained linear and angular velocities. Other-
wise, the response would have been a string that contained 
either “No command” or “Error” text. 

(a) Client code (robot). 

(b) Server code (MySQL). 
 
Figure 5. Code for the HTTP request on the ESP8266 module and 
the PHP code on the MySQL server. 
 

The ESP-SQL Bot became idle if it did not receive linear 
and angular velocities from the server. The movement of the 
robot was controlled by these velocities. When linear veloc-
ity was positive, the robot moved forward. On the other 
hand, if linear velocity was negative, the robot moved back-
ward. Angular velocity controlled the rotation of the robot. 
Figure 6 demonstrates how a positive angular velocity 
turned the robot clockwise, and negative angular velocity 
turned it counterclockwise. Although the robot could be 
controlled using a combination of linear and angular veloci-
ties, in this study, the movement of the robot was simplified 
by turning the robot with angular velocity first and then 
moving the robot with linear velocity. For example, to move 

the robot in a 45-degree northeast direction, the robot would 
first turn counterclockwise 45 degrees (northeast) and then 
move forward in a straight line. 

Figure 6. Robot movement using linear velocity and angular 
velocity. 
 

A proportional-integral-derivative (PID) controller was 
used to maintain the speed of the robot. The method is com-
parable to the cruise control on a car, where constant speed 
is maintained even though the car goes up or down hills. 
Once the robot received the initial linear and angular veloci-
ties (vi and ωi) from the server, these velocities would be 
used in the code to compute the initial linear and angular 
speeds (Si and Sωi) for the robot (see Equations 1 and 2). 
Then, the initial speeds of left and right motors  (SLMi and 
SRMi) were calculated using Equations 3 and 4. 
 

(1) 
 
 

(2) 
 
 

(3) 
 
 

(4) 
 
where, Si and Sωi are the initial linear and angular speeds [in 
m/s and rad/s, respectively], vi and ωi are the initial linear 
and angular velocities [in m/s and rad/s, respectively], and 
SLMi and SRMi are the initial speeds for the left and right mo-
tors [in m/s]. Equation 5 is the PID equation implemented in 
the code. The library in C++ for the PID calculation is avail-
able in GitHub repository (Jimeno, 2016). 
 

(5) 
 
where, Kp, Ki, and Kd are the constant coefficients for the 
proportional, integral, and derivative terms, and e(t) is the 
error over time. 

Rotate 45 -degrees counterclockwise 

( ) ( )60 / 2i i wheelS v r=  

( ) ( )60 / 4i i wheel wheelS d r  =   

LMe i iS S S= −

RMe i iS S S= +

( ) ( ) ( ) ( )p i d

d
PID t K e t K e t dt K e t

dt
= + +
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The coefficients Kp, Ki, and Kd are non-negative constant 
values that were manually calibrated for specific motors. 
Figure 7 shows the calibration test. Because the robot move-
ment was simplified, linear velocity was zero when the  
robot turned clockwise or counterclockwise. For the same 
reason, angular velocity was zero when the robot moved 
forward or backward. In the 90-degree turning test, the   
angular velocity was set to 1 rad/s for 1.57 seconds. In the 
30-cm distance test, the linear velocity was set to 0.1 m/s for 
3 seconds. 

Figure 7. Distance and turning tests during the manual calibration 
process. 
 

For the PID setup process of the ESP-SQL Bot, the coef-
ficient constants had the values of Kp = 2.5, Ki = 6.2, and Kd 
= 0.3 were used. The error over time, e(t), was calculated by 
finding the difference between the desired speeds (initial 
speeds (Si , Sωi) and the measured speeds from the encoders 
attached to the robot’s motors. As a result, the PID library 
calculated the pulse-width modulation (PWM) values that 
were used to control the robot’s left and right motors. Figure 
8 illustrates this code implementation. 
 

Visualization 
 

Visualization allows tracking the robots in the working 
space. In a multi-robot system, it is necessary to track the 
robots’ movement, which can help with developing a sched-
ule and debugging the control system. In this study, a robot 
operating system (ROS) framework and its visualization 
tool, RViz, were implemented for visualization purposes 
(ROS, n.d.). ROS is a de-facto open-source framework that 
provides a variety of libraries and tools to help developers 
create robotic applications. ROS has been used by many 
universities and companies for various applications, such as 

mapping, visualization, path planning, and building autono-
mous robots. The main function of ROS is to provide    
communication between computers and robots using ROS 
nodes. Each node is independent and interacts with other 
nodes by sending and receiving messages, which can     
contain data, commands, or other types of information. ROS 
topic is used to define the types of messages that will be 
sent to other nodes. When the node transmits data, it      
publishes the topic name and message type to be sent. Other 
nodes can receive messages by subscribing to the topic. 
ROS uses an odometry system to provide the estimated  
position of a robot based on its velocities. The velocity   
information can be acquired from different sources, includ-
ing an inertial measurement unit (IMU), light detection and 
ranging sensor (LiDAR), and wheel encoders. In this study, 
the velocity information was only obtained from encoders 
attached to the motors of the ESP-SQL Bot. Figure 9 shows 
how to utilize this information for tracking the robot, as 
ROS requires publishing data to nav_msgs/Odometry and 
geometry_msgs/TransformStamped messages. 

Figure 8. Code for PID implementation. 
 

Since the data were based on the robot’s velocities, the 
actual velocities were calculated from the encoder speed of 
the left and right motors using Equations 6-9. 
 

(6) 
 
 

(7) 

( )2 / 60LM LM wheelv s r=  

( )2 / 60RM RM wheelv s r=  
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(8) 
 
 

(9) 
 
where, vLM and vRM are the linear velocities of the left and 
right motors [in m/s], SLM and SRM are the actual speeds of 
the left and right motors from the encoders [in m/s], vrobot is 
the linear velocity of the robot from the encoders [in m/s], 
ωrobot is the angular velocity of the robot from the encoders 
[in rad/s], rwheel is the radius of the wheel [in m], and dwheel is 
the distance between the left and right wheels [in m]. 

Figure 9. Robot code to publish nav_msgs and geometry_msgs. 
 

In the robot code, the angular velocity from the encoders 
was used to compute the robot’s heading direction (yaw 
estimated), and the linear velocity from the encoders was 
used to compute travelling distance in the x-direction (dx) 
and travelling distance in the y-direction (dy). The heading 
direction and travelling distance in x, y was updated over 
time, as the encoder speeds of the motors changed. A 3D 
model was created in Blender software (Blender, n.d.) to 
represent the ESP-SQL Bot in a virtual space in the RViz 
tool. ROS utilizes an XML file called unified robot descrip-
tion format (URDF) for specifying the geometry of robots. 
Figure 10a illustrates the geometry of the ESP-SQL Bot. 
Figure 10b shows how the two nodes, espsqlbot_r1 and 
espsqlbot_r2, were added to the ROS launch file using 
XML format. This launch file was necessary because it  
allowed mapping of the robot’s geometry in the URDF file 
and establishing serial communication and transformation 
information for each robot. ROS visualization (RViz) was a 
3D visualization tool that contained plugins for displaying 
different types of ROS messages, mainly data from sensors 

such as a camera, IMU, encoder, LiDAR, and laser scanner. 
Figure 11 shows how, for this study, the robot models were 
added to the RViz user interface once the launch file that 
created the espsqlbot nodes was executed. As the physical 
robot moved in a real environment, the position and orienta-
tion of 3D models of the robots in RViz were updated in 
real time. 

(a) URDF file. 

(b) ROS launch file. 
 
Figure 10. URDF and launch files for the ESP-SQL Bots. 

( ) / 2robot LM RMv v v= +

( ) /robot LM RM wheelv v d = +
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Figure 11. Displaying two ESP-SQL Bots in the RViz user 
interface. 
 

Classroom Activities 
 

The ESP-SQL Bot system can be used for students’ hands
-on learning activities in robotics classrooms. Students can 
participate in several activities through designing and devel-
oping the ESP-SQL Bot system, including being involved in 
the robot designing process, experimenting with tuning PID 
motor controls, and developing multi-mobile robot tasks 
and schedules. The first activity that allowed students to 
engage with the learning experience of using an ESP -SQL 
Bot system was to develop their own design for the robot. 
The instructor supplied the main components of the robot, 
such as two geared motors with encoders, the ESP8266 
module and motor shield, and batteries. Students then devel-
oped a new design and fabricated it using a 3D printer to 
make a prototype of the robot. The challenge of this activity 
was that the new design configuration had to hold and    
secure all components together and allow the robot to move 
without any obstructions. This activity helped students gain 
knowledge of the functions of robot components and opti-
mizing the robot design and the design process. Students 
were also more motivated and felt more ownership of their 
robots. 
 

In the second activity, students experimented with tuning 
a proportional-integral-derivation (PID) control loop for the 
robot’s motors. A PID is a closed control loop using feed-
back control that has been widely used in industrial control 
systems. An ROS plug-in called an RQT graph can be used 
as a manual tuning tool. In the experiment to obtain an opti-
mum setting for the PID control loop, the integral and deriv-
ative coefficients (Ki and Kd) were first set to zero. Students 
increased the proportional gain coefficients (Kp) in small 
increments (e.g., 0.25 increments) until the motor began 
oscillating then increased Kd until the overshoot was com-
pensated for and reduced to a minimal effect. Too much Kd 
can also cause overshoot. Finally, students increases Ki until 
all errors were eliminated and the motor speed stabilized. 
Manual PID tuning can be time-consuming and may not 

lead to the optimal solution; however, students can learn 
how closed-loop control works and practice through real 
experimentation that is not just presented as theory. 
 

The last activity after completing the ESP-SQL Bot    
system was to develop tasks and schedules for the multi-
mobile robot system. For instance, students built a small-
scale warehouse system in which the robots picked up and 
dropped off materials to/from multiple workstations.      
Students came up with logistic solutions, such as predeter-
mined routes and timetables, and then translated those data 
into instruction records stored in the database, including 
start time, end time, linear velocity, and angular velocity. 
Figure 12 illustrates an example of a warehouse system, 
where Robot1 would travel from WS1 (workstation 1) to 
WS5 and stop at WS2 and WS3. Robot2 traveled from WS1 
to WS5 and made a stop at WS4. Tables 2 and 3 show the 
movements of Robot1 and Robot2, respectively, including 
their duration times, linear velocities, and angular velocities. 
Robot1 first turned counterclockwise 45 degrees and then 
moved two meters forward to WS2. It then turned clockwise 
45 degrees and moved three meters forward to WS3. At 
WS3, the robot turned clockwise 30 degrees and moved 1.2 
meters forward to its destination at WS5. For Robot2, it 
turned clockwise 10 degrees at WS1 and then moved three 
meters forward to WS4. At WS4, the robot turned counter-
clockwise 35 degrees and then moved 2.8 meters forward to 
WS5. Finally, students put final touches on optimizing 
workflows and efficiencies of the process. 

Figure 12. Small-scale warehouse system. 
 
Table 2. T imetable for Robot1. 

Movement (Robot1) Time (sec) Linear Vel Angular Vel 

Turn 45° (CCW) 1.57 0.0 -1.0 

Forward 20.0 0.1 0.0 

Turn 45° (CW) 1.57 0.0 1.0 

Forward 30.0 0.1 0.0 

Turn 30° (CW) 1.05 0.0 1.0 

Forward 12.0 0.1 1.0 
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Table 3. T imetable for Robot2. 

Conclusions 
 

A multi-mobile robot system (ESP-SQL Bot) utilizing an 
SQL database to store and distribute the instructions was 
developed in this study. In this paper, the author described 
the design, control systems, and visualization tool of the 
ESP-SQL Bot system aimed for educational purposes. The 
author also provided examples of how the system could be 
employed for teaching robotics in a classroom environment. 
Future work could include adopting the system into a robot-
ics course and program curriculum. Student evaluation and 
feedback could be collected and reported for further       
improvement. Additionally, several improvements could be 
implemented on the ESP-SQL Bot system. For instance, 
future work could include developing user interfaces for 
easy path planning. Users could select start and end points 
on the map. All necessary data, including start time, end 
time, linear velocity, and angular velocity, could then auto-
matically be included in the database for controlling the 
robots. Another potential improvement might be adding a 
proximity sensor to the robot to avoid obstacles and prevent 
collisions between robots.  
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